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_ Agenda Iltem 11
%¢ Havering

it L ONDON BOROUGH

LOCAL PENSION BOARD 2"° April 2019

Subject Heading: PENSION FUND RISK REGISTER
Agenda Item 11

Report Author and contact details: Lilian Thomas
Pension Fund Accountant
01708431057
Lillian.thomas@havering.gov.uk
Policy context: Pension Fund Governance
Financial summary: No direct financial implications

The subject matter of this report deals with the following Council
Objectives

Communities making Havering
Places making Havering

Opportunities making Havering
Connections making Havering

X X X X

‘ SUMMARY ‘

The Pension Fund Risk Register 2018 details the potential risks that the Fund is
exposed to, and that the Local Pension Board should be aware of the controls in
place and the requirement to review and update.

‘ RECOMMENDATIONS ‘
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Local Pension Board Meeting 2"° April 2019

The Local Pension Board is recommended to review the content and format of the
Havering Pension Fund Risk Register Appendix A and to compare this to the
CIPFA LGPS example risk register as attached in Appendix C.

REPORT DETAIL

1. Background

11

1.2

1.3

1.4

Risk management is a key responsibility of those charged with Pension
Fund Governance and the need for effective risk management is reflected
throughout guidance and regulation in the Local Government Pension
Scheme (LGPS), in the Local Government Pension Scheme (Management
and Investment of Funds) Regulations 2016 paragraph 7 (2) (c) and in the
CIPFA publication Delivering Good Governance in Local Government
Pension Funds (2016).

The LGPS previous legislation (Management and Investment of Funds)
Regulations 2016 Regulation 7 also states that administrating authorities
must prepare and publish a statement which states the extent to which an
administrating authority complies or does not comply with guidance issued
by the Secretary of State. Where it does not comply it must state reasons
for non-compliance. (This is known as the Myner’s principles). Whilst this is
no longer mandatory the Council continues to publish the Myner’s
Principles to demonstrate good practice.

Myners’ principle number three states that the Annual Report of the
pension fund should include an overall risk assessment in relation to each
of the fund's activities and factors expected to have an impact on the
financial and reputational health of the fund. This could be done by
summarising the contents of a regularly updated risk register. An analysis
of the risks should be reported periodically to the committee, together with
necessary actions to mitigate risk and assessment of any residual risk.

The effective management of risk is also an area which is covered within
the CIPFA Knowledge and Skills framework recognising the importance
that those charged with governance have an understanding of the risks
that could impact on the Pension Fund and what steps can be taken to
mitigate such risks.

2. Pension Fund Risk Register

2.1 In line with the Local Government Pensions Scheme Regulations (LGPS)

and good practice the London Borough of Havering as an administrating
authority developed a Pension Fund Risk Register in 2015, which was
updated in July 2018 and is attached as Appendix A to this report.

2.2 The risk register 2018 complies with reference to the CIPFA Managing

Risk in the LGPS (2018), with input from the Head of Pensions and
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Treasury, Director of Exchequer and Transactional Services, Pension Fund
Manager, and the Pensions Contract Monitoring Officer.

2.3 Havering Pensions Accountancy is within oneSource and as part of the
review process in order to produce a standardised register we accessed
and perused the risk registers for all 3 boroughs. Within existing registers
Havering have identified 7 risks, Newham have identified 14 risks and
Bexley have identified 19 risks. (See attached Tri borough comparison as
Appendix B for information)

2.4 We used the existing Havering risk register and its 7 risks as a base
document and incorporated all causes of risk, controls and mitigations from
both Newham and Bexley registers into one generic register. (Many areas
of risk were already common to each register).

2.5 Risks will be generic however actions may differ from borough to borough.
In order to assess the risk we used the Bexley impact matrix in the new
register as this is more simplified than the previous matrix used in the
Havering register. The risk likelihood/impact scores are highlighted in
green, amber and red.

2.6 The previous Havering risk register was circulated in 2015 and the 17
recommended actions that were identified have been addressed and
incorporated in the generic risk register dated July 2018, together with any
newly identified actions.

2.7 The risk register identifies the key risks that the Pension Fund may face
and the measures that can and have been put in place to mitigate those
risks. Seven key risks have been identified and recorded in the risk register
and summarised below are:

1. Inaccurate three yearly actuarial valuations - insufficient funding to
meet liabilities

2. Incorrect/Inappropriate Investment Strategy - failure to meet
strategic objectives by not reducing pension deficit

3. Failure of investments to perform in-line with growth expectations —
potential loss of money

4. Failure to comply with legislative requirements — potential litigations/
reputational risk

5. Inability to manage the Pension Fund and associated services —
negative impacts upon service provision

6. Failure to effectively enrol new employers/members — cash flow
impacts and possible litigations

7. Pension Fund payment Fraud — potential financial loss
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2.8 It should be recognised that it may not be possible to eliminate all risks but
accepting and actively managing risk is crucial to fulfilling the governance
of the fund. All risks will be regularly reviewed to ensure that they remain
appropriate and that the controls are in place to manage risks where
feasible.

2.9 The matrix within the register show that risk can be classified as having
two measurements that need to be assessed to determine the scale of the
risk i.e.

e Likelihood — the possibility that a risk will occur
¢ Impact —the consequences if the risk were to occur

The pension fund uses a 4 x 6 matrix to plot risk likelihood and impact and
has set its risk appetite. The green shaded area on the matrix shows the
risks where there is good control and the Council is comfortable with that
risk. Risks in the amber and red zones are those over which closer control
is required.

2.10 Upon review there are a number of further actions at present that have
been identified to take forward, that will improve the level of mitigations in
place with the aim of reducing the likelihood, impact and the score risk.

2.11 .Upon review by officers the risk scorings are assessed by the Council as
having good controls in place and the Council is comfortable with the risks
and the scores, therefore given a green rating.

2.12 The benefits of successful risk management are in improved financial
performance, better delivery of services, improved Fund governance and
compliance

2.13 The CIPFA document Managing Risk in the Local Government Pension
Fund explains “What is Risk” and “Risk Management”, and includes an
example Risk Register.(Appendix C)

2.14 The oneSource risk register should be compared to the CIPFA example
risk register to ensure that all risks are encompassed into the Havering
version.

IMPLICATIONS AND RISKS

Financial Implications and risks:

There are no immediate direct financial consequences arising as a result of this
report. However, understanding the risks that are present in the Pension Fund and
the management of those risks is essential to the overall strategic management of
the Pension Fund and the governance role of this Committee. Being able to assess
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the likely financial and reputational impact and whether a risk can be categorised
as high, medium or low will impact on the decision making process of this
Committee.

There are clearly some risks which would be difficult to manage, such as the
impact that increased longevity will have on the liabilities of the Pension Fund, but
the understanding of such risks could well impact on other aspects of the decision
making process to lower risks elsewhere. Not all risks are quantifiable from a
financial perspective, but could impact on the reputation of the Fund of the Council
and these also need to be taken into account.

Legal implications and risks:

There are no apparent legal implications in noting the Report although as stated
above the inherent risks contained within the Risk Register, would have significant
legal implications were they to occur.

Human Resources implications and risks:
None arising directly
Equalities implications and risks:

The Public Sector Equality Duty (PSED) under section 149 of the Equality Act
2010 requires the Council, when exercising its functions, to have due regard to:

I. the need to eliminate discrimination, harassment, victimisation
and any other conduct that is prohibited by or under the Equality Act 2010;

il. the need to advance equality of opportunity between persons
who share protected characteristics and those who do not, and;

iii. foster good relations between those who have protected
characteristics and those who do not.

Note: ‘Protected characteristics’ are: age, sex, race, disability, sexual orientation,
marriage and civil partnerships, religion or belief, pregnancy and maternity and
gender reassignment/identity.

The Council is committed to all of the above in the provision, procurement and
commissioning of its services, and the employment of its workforce. In addition, the
Council is also committed to improving the quality of life and wellbeing for all
Havering residents in respect of socio-economics and health determinants

An EIA is not considered necessary regarding this matter as the protected groups
are not directly or indirectly affected.

BACKGROUND PAPERS

None.
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Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Jdource

Pension Fund Risk Register

Havering
July 2018

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Appendix A



Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018 Appendix A

Generic Pension Fund Risk Register

The pension fund uses a 4 x 6 matrix to plot risk likelihood and impact and has set its risk appetite. The green shaded area on the matrix shows
the risks where there is good control and the Council is comfortable with the risk. Risks in the amber and red zones are those over which
closer control is needed.

g obed

Risk Likelihood
F = Very Unlikely
E = Unlikely

D = Possible

C = Likely

B = Very likely

A = Certainty

Likelihood

Risk Impact
4 = Negligible
3 = Moderate
2 = Serious

1 = Major

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18



Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
1 Risk of Inaccurate = Deficit position | = Valuation completed by a

6 obed

three yearly actuarial

valuation

Cause:

= Inappropriate
assumptions used
by actuary in
calculations for
valuation

= Poor quality data
provided from LB
of Havering

= Personal data not
maintained to a
high standard
(gaps/incorrect)

= Actuary’s own
assumptions are
not robust or

reflective

worsens

» Employers pay/
continue to
pay
inappropriate
contribution
percentages

» Increase in
employer
contributions

= Potential for
Council Tax
increases

= More
investment risk
may be taken
to bridge a
gap that
doesn't
actually exist

=  Potential for a

qualified professional actuary
— next valuation being
completed in 2019.

» Robust, open procurement
process in place for
appointment of actuary

»= Some assumptions for
valuation are in compliance
with regulation

» Actuarial assumptions are
open to challenge by officers
and GAD

»  Valuation results are checked
for consistency across LGPS
funds by GAD via the S13
report

* Local Government

benchmarking/comparisons

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Appendix A

Actions/Recommendatio | Review of Actions Risk Owner

ns as per 2015 Risk taken to date

Register

None identified at this S151

point Officer/Dir
ector of
Exchequer
and
Transaction
al Services




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Appendix A

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
more risk of assumptions
adverse = Annual review of actuary
Investment performance undertaken by
Strategy when . .
Pensions Committee
more risk is
. = Internal controls in place to
required.
ensure accuracy and
completeness of data.
T
g = Monitoring of contributions
D due and received
H
o

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/

Impact

Actions/Recommendatio
ns as per 2015 Risk
Register

Review of Actions
taken to date

Risk Owner




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
2 Risk of Incorrect / * Pension deficit | = Robust, open procurement
appropriate not reduced process in place for

TT obed

vestment Strategy

Cause:

= lack or poor
professional
investment advice
given

= Poor governance

= Investment advice
is not taken

= lack of
understanding
and awareness
(Pension
Committee)

= lack of clear risk
appetite

= Based upon

inaccurate

» Potential for
financial loss

=  Growth
opportunities
are not
maximised

= Could generate
inefficiencies
and
unintended
risks if not fully
understood.

= More
investment risk
may be taken
to bridge a
gap that

appointment of Investment
Advisor

= Investment Advisor
performance is annually
reviewed by the Pensions
Committee

» Close working relationship is
encouraged between
actuaries and investment
advisor in the development
of the investment strategy

= Investment strategy
continually assessed as part
of the quarterly monitoring
process by the Pensions
Committee

» Liabilities analysed during

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Appendix A
Actions/Recommendatio | Review of Actions Risk Owner
ns as per 2015 Risk taken to date
Register
*  Pensions Committee | = Induction carried | $151
Officer

Training / Awareness
- working towards full
compliance with
CIPFA Knowledge and

Skills framework

= Consider using a
further independent
advisor for challenge

to investment advice

out for new
Pension Fund
Committee
members July
18.

= Knowledge and
Skills Training is
on-going for
Pension
Committee and
Local Pension
Board members.

»= Independent
advisor was
appointed
following
adoption of

investment




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Appendix A

Risk
No.

Risk Title
(Objectives)

Consequences of
not achieving the
objective

(Effect)

Controls/Mitigations

2T obed

actuarial valuation

doesn't
actually exist

= Potential for a
more risk
adverse
Investment
Strategy when
more risk is
required.

= Potential for
Council Tax
increases

*= Loss of
investment
opportunities
and adverse

performance

inter-valuation period
= Knowledge and skills training
of LPB and Committee

Members

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Actions/Recommendatio
ns as per 2015 Risk
Register

Review of Actions
taken to date

Risk Owner

strategy in
January 17 to
undertake a
health check
and add
robustness on
the investment

strategy.




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Appendix A

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
3 Risk of failure of » Deficit Robust, Fund Manager
investments to reduction selection process

¢T obed

perform in-line with

growth expectations
Cause

= Poor Fund
Manager selection

= Underperformanc
e by fund
manager

= Poor investment
advice provided
to LB of Havering
or not taken

* Negative financial
market impacts

= External factors /

increased market

targets are not
met

= Potential for
losses to be
incurred

» Increased
employer
contributions

= Reputational
risk from poor
investments

= The fund's
assets are not
sufficient to
meet its long
term liabilities

= Economy

Diverse portfolio to reduce
negative effects from market
volatility

Fund performance and asset
class split is reviewed
quarterly by investment
advisor/Pensions Committee
and officers.

Fund Managers (including
LCIV) attend Pension
Committee to present
quarterly performance
reports and challenge by the

Committee and Fund

Advisor.

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Actions/Recommendatio | Review of Actions Risk Owner

ns as per 2015 Risk taken to date

Register

= Pensions Committee = Induction 5151
Officer

Training/Awareness —
working towards full
compliance with
CIPFA Knowledge and

Skills framework

carried out
for new
Pension
Fund
Committee
members
July 18.

= CIPFA
Knowledge
and Skills
Training is

on-going.




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Appendix A

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
volatility (i.e. downturn
2008) could result in
= Delays in the general fall in
implementation of investment
the strategy will returns
reduce the
effectiveness of
T
) the strategy and
«Q
@D may impact
E growth
Economy downturn
4 Risk of failure to

comply with
legislative

requirements

Cause:
= Lack of
appropriate

skills/knowledge

= Reputational
damage

= Potential for
financial
penalties from
the TPR

» Potential for
costly legal

challenges

»  Financial requirements are
subject to external and
internal audit. Favourable
External audit reports since
2015. Internal audit to take
place September 2018.

= Experienced personnel in
place

= Continual personal

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Actions/Recommendatio | Review of Actions Risk Owner

ns as per 2015 Risk taken to date

Register

None identified at this 5151

. Officer/Dir

point.
ector of
Exchequer
and
Transaction
al Services




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Appendix A

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
of The Pensions = Impact on development for all
Regulator, (TPR), employer Committee/LPB members
MHCLG and contributions, and Officers
CIPFA Guidance, delayed due to | = Induction carried out for new
Financial non- Pension Fund Committee
Regulations and compliance. and Local Pension Board
accounting Adverse external members
o standards audit report = Legislative changes are
8 = Unaware of reported to the Pensions
Cli legislative Committee where required
o1 changes » Local Pension Board in place

= key person
dependency

= Poor/inaccurate
interpretation of
the regulations

= Failure/inability to
administer the

pension scheme

appropriately

to oversee adherence to the
regulations

» Active participation in
Legislative Consultations
where appropriate

= External and in house
training provided where

required

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Actions/Recommendatio
ns as per 2015 Risk
Register

Review of Actions
taken to date

Risk Owner




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
=  Member of the CIPFA
Pensions Network
» Participate in the CIPFA
Pensions Network/ Peer
forums to share knowledge
& awareness
»  Statutory policy documents
Y .
) reviewed annually to ensure
«Q
@D compliance with legislation
B »  Access to specialist pension
media sources.
5 Risk of inability to u Negative n Bond or guarantee reviews

manage/govern the
Pension Fund and

associated services:

impacts upon
service
provision

* Time delays

in place and reviewed every
three years as part of
valuation process

e Attendance at local forum

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Appendix A
Actions/Recommendatio | Review of Actions Risk Owner
ns as per 2015 Risk taken to date
Register
e Succession planning | e  Succession 5151
) o Officer/Dir
required for key planning in ector of
personnel progress Exchequer
. and
e Review / update e Contract Transaction
procedure manuals Monitoring al Services




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Appendix A

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
Cause: » Potential for meetings
breach of e Attendance at Annual
= Ineffective / lack
legislation Pension Managers
of succession
* Financial conference
planning
penalties/ e Members of Local Authority
» Loss of corporate
other sanctions Pensions Web
knowledge/experti
» Reputational e Participates in the CIPFA
se
o Damage Pensions Network/ Peer
Q = Long term
o = Increased costs forums to share knowledge
[9) sickness absence
- due to "buying & awareness
~ | * [Increase in staff
in” external e Attendance at accounting
turnover
expertise seminars/training

= No knowledge
base to store
experiences/infor
mation

= Lack of resource
(Staffing/financial)

= ICT

failure/Disaster

=  Employer
defaults

»=  Qualified
opinion on the
accounts by
external

auditor

e Guidance from external
agencies (some will be at a
cost)

e Pension Fund uses the
service of an external
custodian to verify asset

values and performance

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Actions/Recommendatio
ns as per 2015 Risk
Register

Review of Actions
taken to date

Risk Owner

e Option being
assessed for joint
administration with
Newham to build
resilience

e LPP risk officer
appointed to
undertake covenants
checks

e Development of
workflow/process

management

officer to
prepare
procedure
manual.

e . LPP appointed
in Havering in
November 17
(already in
Newham) are
working with
Havering to
provide
seamless
administration
service.

e Contract
Monitoring
officer is in

place and




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Appendix A

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
Recovery » Inaccurate data | ¢ Pension Fund accounts
= Poor pension provided by subject to external audit.
fund the pension e Service is subject to external
administration fund auditor report of LPP
= Poor employers and processes
administration by payroll e Formal agreement in place
the employers, providers give with administrator, including
g payroll providers rise to SLA’s
LC% in the fund inaccurate data | ¢  Authority levels clear
l;o = Poor monitoring and financial e The Council has in place a

of employer
financial status

= Poor
communications
with stakeholders

= Inappropriate
investment
accounting -

including reliance

reputational
consequences
such as actuary
to set
contribution
rates with a
high margin of
error.

= Higher

complaints system to
address complaints via the
website

e Continuous pension training

for LPB, Pensions Committee

members and staff
e ICT/ Disaster Recovery in
place

e Contract Monitoring Officer

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Actions/Recommendatio
ns as per 2015 Risk
Register

Review of Actions
taken to date

Risk Owner

e Establishment of a
statutory Local
Pension Board to
assist the
administering
authority in effective
and efficient
governance of the
Havering Pension

Fund

e Development of

Training Matrix

reviews the
administration

work of LPP

e Local Pension
Board
established in
2014 and
members are
continuing with
training and

development

e Training matrix

in place




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Appendix A

Risk | Risk Title Consequences of Controls/Mitigations Likelihood/
No. (Objectives) not achieving the Impact
objective
(Effect)
on third party employer in place to review the
providers. contributions administration work of LPP
= Excessive charges due to poor e Monthly reconciliations to
by suppliers investment monitor cash flow carried
»  Employer goes performance out.
into default, = Employer e Ee's and Er's contributions
deficit on failure to pay reconciled monthly —late
=y termination, scheme payments chased
change of status, I . .
8 g contributions e Fee Invoices checked prior to
[9) financial risk.
= on time payment
© = Poor e Monitor audited accounts of

Communicatio
n with
stakeholders
giving rise to
disaffection
and actions
against the

Council

third party providers to
ensure consistent asset
valuation.

e Monitor investment
managers performance —
Fund Managers present at
Pension Fund Committee

meetings

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Actions/Recommendatio
ns as per 2015 Risk
Register

Review of Actions
taken to date

Risk Owner




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
= Insufficient ¢ Union Representative at the
assets to meet Committee
short term
liabilities
T
Q
Q
6:3) Risk of failure toon | . Delays in » Escalation to Heads of
O | board or exit collection of Service

employers/members
effectively

Cause:

= Delays in internal
processing of
documentation

= Member data
incomplete

= Poor
communications

with stakeholders

contributions
from the
employers/me
mbers

» Impacts cash
flow

» Potential for
litigation

=  Employer

Script in place to deliver to
new Academy employers,
with feedback process in
place (minuted)

Database maintained on all
contact details for LGPS
communications.

Monthly schedules
maintained by the Pensions
Administration Team

Tracing agencies used to

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Appendix A
Actions/Recommendatio | Review of Actions Risk Owner
ns as per 2015 Risk taken to date
Register
* Review of internal e To be discussed | 5151
i wth Internal Officer/Dir
processes (particularly . ector of
legal input) audit Exchequer
and
) Transaction
e Completion of TUPE =  TUPE manual al Services

Process Manual
e Completion of

Admission Policy

manual

e Template admission

completed in
November 2017

= Admission policy
completed in
November 2017
includes legal
input

= Still in progress




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Appendix A

Risk | Risk Title Consequences of Controls/Mitigations Likelihood/
No. (Objectives) not achieving the Impact
objective
(Effect)
= Lack of contribution locate pension fund
understanding by assessment members
employers with can become » Electronic file of required
regard to their documents forwarded to
o out of date
responsibilities new employers
. = Potential .
= Lack of signed » Actuarial assessment
admission breach of completed for all new
agreements from regulations admission requests to assess
T Employers » Incorrect the level of risk.
g records of new | ® Bonds and suitable
m .
N members guarantees put into place to
= protect the Fund in case of

»  External Audit
Opinion on
internal
controls

=  Employer’s
liabilities may
fall back onto
other
employers and
ultimately local

taxpayers.

default.

* Funding level of each
employer is assessed as part
of the triennial valuation and
contribution rates set

accordingly.

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Actions/Recommendatio
ns as per 2015 Risk
Register

Review of Actions
taken to date

Risk Owner

agreement awaiting

legal clearance

lead by the risk
officer in LPP




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018

Appendix A

Risk | Risk Title Consequences of Controls/Mitigations
No. (Objectives) not achieving the
objective
(Effect)
7 Risk of Pension Fund | «  Financial loss Participate in the National
Payment Fraud =  Reputational Fraud Initiative (bi-annually)
Cause: damage of Process is in place to
= Pension Pension investigate return of
overpayments Administration payment by banks.
arising as a result team and All pension calculations are
of non- Councdil peer checked and signed off
g notification in = Litigation / by senior officer
L% change of investigation Segregation of duties within
N circumstances » Internal the Pensions Administration
N
= Internal staff fraud disciplinary Team

= Staff acting
outside of their
levels of
authorisation

= Conflict of interest

= Reputational

damage

Segregation of duties
between Payroll and
Pensions Administration
Team

Address checked for
deferred pensions prior to

payment

Signed up for DWP database
Tell us Once — DWP inform

Havering of deaths relating

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18

Likelihood/
Impact

Actions/Recommendatio | Review of Actions Risk Owner
ns as per 2015 Risk taken to date
Register
e Consider e We are Director of
. Exchequer
implementation of a registered for and
monthly mortality the “Tell us Transaction
Once” service al Services

check

e Investigating usage of
external agencies (i.e.
Western Union) (for

overseas payments)

e Implement internal
audit process to
report on the
effectiveness of the

internal controls

ACTION
To Investigate the
cost/use of ATMOS -

supersedes a
monthly

mortality check

e Not yet actioned

e Internal audit
booked to
report on the
effectiveness of
the internal
controls - to
take place
September 2018.




Draft Pension Fund Risk Register oneSource — Havering — (excluding Bexley — Newham) - as at July 2018 Appendix A
Risk | Risk Title Consequences of Controls/Mitigations Likelihood/ Actions/Recommendatio | Review of Actions Risk Owner
No. (Objectives) not achieving the Impact ns as per 2015 Risk taken to date
objective Register
(Effect)
to contributors to the LGPS a mortality screening
fund application.
=  Pension Fund bank account
checked monthly
= Internal audit checks carried
out
» Register of interests
completed at all board
T meetings
Q
(@)
9]
N
w

File:Pension Fund/Risk Register/Draft Generic (Havering) as at July 18
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Pension Fund Risk Register Comparison of risks
Havering/Newham/Bexley

Gz abed

APPENDIX B

HAVERIN
G RISK NEWHAM | BEXLEY RISK
No GENERIC RISK NO RISK NO NO Risk Registers - Havering/Bexley and Newham
1|Inaccurate three year actuarial valuation 1 1/2 7/8
DRAFT GENERIC RISK REGISTER
2|Incorrect/ Inappropriate Investment Strategy 2 1 6
I have perused the risk registers for all 3 boroughs and
growth expectations resulting in financial and tried to incorporate all areas of risk within each register
3|reputational risk 3 5/11 9/10/11 INto one generic register. ) . )
There are 7 risks within the generic register which are
4|Failure to comply with legislative requirements 4 9/10/13 14/16/17/18/19 broken down into areas of _R'_Sk T|t|e(Ol_Jjec_t|ve)/
Consequences of not acheiving the objective(Effect)/
Inability to manage/govern the Pension Fund and and Controls that are in or to be in place (Mitigations)
iated i . . .
Slassociated services 5 3/6/7/12/14 814712 | have added a risk number to the Bexley risk register.
- - — : The table to the left shows the risk numbers for each
Failure to effectively "sign up"” new employers borough and how they link into the generic register
6|members 6 3/4 2/13 9 y 9 9 )
7|Pension Fund Payment Fraud 7 8 5 No of risks on Risk Register
Risk/Cause and
Havering 7|Effects/Mitigations and actions to
Details of risks including
consequences/ Controls in
Operational Disaster (ICT Disaster Fire and Flood) 5 - 1 Newham 14|place/% complete/Date of next
Type of Risk/Control
Bexley 19|Measures/Latest Review/Next
Excessive charges by suppliers 5 - 1
Conflicts of Interest (Pension Committee/Local
Pension Board) 5 - 15

Appendix B Tri Borough Comparison of Risk Registers as at 220518.xIsxW:\data02\BSSADMIN\Miscellaneous bodies\Local Pension Board\Meetings\2019\0402\Late documents\Appendix B Tri Borough Comparison of Risk Registers as at

220518.xIsx
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No RISK HAVERING NEWHAM BEXLEY
1|Inaccurate three year actuarial valuation ° ) )
2|Incorrect/ Inappropriate Investment Strategy ® o )

Failure of investments to perform in line with growth
3|expectations resulting in financial and reputational risk ® ) )
4|Failure to comply with legislative requirements ® ) )
Inability to manage/govern the Pension Fund and
5|associated services ® [ °
6|Failure to effectively "sign up" new employers members ® [ [
7|{Pension Fund Payment Fraud [ ] o )
8|Operational Disaster (ICT Disaster Fire and Flood) ® )
9|Excessive charges by suppliers ®
10(Conflicts of Interest (Local Pension Board) o
Failure to comply with financial regulations and
accounting standards may lead to an adverse audit
11jreport hd
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no of Risks

Havering 7 Risk/Cause and Effects/Mitigations and actions to take
Newham 14 Details of risks including consequences/ Controls in place/% complete/Date of next review
Bexley 19 Type of Risk/Control Measures/Latest Review/Next Review
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Foreword

Effective risk management stands at the heart of sound corporate governance across
all organisations and functions and the Local Government Pension Scheme (LGPS) is no
exception.

The introduction of new governance requirements in the LGPS in 2015, specifically the
Pensions Regulator’s new role and the establishment of local pension boards, reflects the
increasing importance of risk management. It also reinforces the need for administering
authorities to focus their risk management activities on all areas of scheme management
and not just investment, noting of course that management of investment risk is rightly a
fundamental concern.

In this publication, with contributions from leading actuaries and LGPS practitioners, we
explore how risk manifests itself across the broad spectrum of activity that constitutes LGPS
financial management and administration, and how, by using established risk management
techniques, those risks can be identified, analysed and managed effectively.

The vast majority of LGPS funds have in place well developed and sophisticated risk
management strategies. Our intention in preparing this publication has been to encourage
administering authorities to review their approach to risk management given recent changes
to the operation and governance of the scheme. As part of their governance processes funds
should be regularly reporting all risks to committee and the local pension board, embedding a
robust risk management approach and processes which link to all key strategic documents as
well as recording risks and progress on an active risk register.

There is always a danger when explicitly reviewing risk that a more risk averse approach
is adopted, almost by default. Sometimes the biggest risk is not taking any risk — the only
strategy that is guaranteed to fail is not taking risk.

The panel would like to thank Alison Murray, Chris Darby and other colleagues at Aon for their
contributions to the guidance.

Mike Ellsmore
Chair of the CIPFA Pensions Panel
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CHAPTER 1
Introduction

If you don't have effective risk management, you don’t have effective management.
Chance or Choice: Guidance on Effective Risk Management and Internal Control in
Local Government (SOLACE/ZM, 2000)

RISK MANAGEMENT IN THE LGPS

The Local Government Pension Scheme (LGPS) is a funded public service pension scheme,
with the most recent (2018} statistics from the Ministry of Housing, Communities and Local
Government (MHCLG) indicating that administering authorities in England and Wales alone
are responsible for the management of in excess of £270bn of assets for the benefit of 5.8
million members. During the year ending 31 March 2018 the scheme collected over £11.6bn
employer and employee contributions from over 17,000 participating employers, including
local authorities, other public sector bodies, and the private and voluntary sectors. The
scheme administered £9.8bn in benefit payments, including pension payments to 1.7 million
pensioners.

A significant source of funding for the LGPS is receipts from the tax payer and it is little
wonder that there is significant public interest in ensuring robust risk management practice
across the scheme as a whole, for the benefit of a variety of stakeholders. Ultimately effective
risk management will lead to substantial financial and non-financial benefits and should be
an integral part of both committee and local pension board meetings.

WHAT IS RISK?

Risk can be defined as the combination of the probability of an event and its consequences.

In all types of undertaking, there is the potential for events and consequences that constitute
opportunities for benefit (upside) or threats to success (downside).
ISO/IEC Guide 73

WHAT IS RISK MANAGEMENT?

[Risk management is] a central part of any organisation’s strategic management. It is the
process whereby organisations methodically address the risks attaching to their activities
within the goal of achieving sustained benefit within each activity and across the portfolio of
all activities.

A Risk Management Standard (Alarm, 2002)
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The management of integrated or holistic business risks in a manner consistent with the
virtues of economy, efficiency and effectiveness. In essence it is about making the most
of opportunities (making the right decisions) and about achieving objectives once those

decisions are made. The latter is achieved through:

controlling risks
®  transferring risks
@ living with risks.

Delivering Good Governance in Local Government: Framework (CIPFA, 2016)

Risk management should affect all of an organisation’s activities that have a direct bearing
on the delivery of its objectives and a clear approach to risk and risk management should be
set out in corporate policy. These principles apply equally to administering authorities of the
LGPS.

In the chapters that follow we examine the basics of risk, risk policy formulation and risk
management, and how this applies to the administering authority as a scheme manager of
the LGPS.

The need for effective risk management is reflected throughout LGPS regulation and

guidance, including:

® Regulation 7 of the Local Government Pension Scheme (Management and Investment
of Funds) Regulations 2016 (Regulation 12(2) of the Local Government Pension Scheme
(Management and Investment of Funds) (Scotland) Regulations 2010).

®  The Pensions Regulator’s Code of Practice 14 (which includes a section on internal
controls and managing risks).

®  The CIPFA Publication Delivering Good Governance in Local Government: Framework
(2016 Edition) based upon the CIPFA/SOLACE Code of Corporate Governance

Statutory guidance under Regulation 58 of the LGPS Regulations 2013 (Regulation 56 of
The Local Government Pension Scheme (Scotland) Regulations 2018.

B Regulation 64 of The Local Government Pension Scheme Regulations (Northern Ireland)
2014).
E  Preparing and Maintaining a Funding Strategy Statement in the LGPS, 2016 Edition.

CIPFA’s guidance on Investment Pooling and Governance Principles, published in 2016.

Overall responsibility for risk management falls to the body with delegated responsibility for
managing the fund, often the pension committee or equivalent, and the legal requirements
relating to internal controls apply equally where schemes outsource services connected
with the running of the scheme. However, the local pension board and officers advising the
committee and assisting in the running of the fund should also have a role in relation to risk
management.

The Pensions Regulator’s Code of Practice 14 states that scheme managers must establish
and operate internal controls. The risk management process should use a risk-based approach
and ensure that sufficient time and attention is spent in:

®  identifying, evaluating and managing risks

#  developing and monitoring appropriate controls.
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Scheme managers should seek advice as necessary.

Good pension fund governance suggests:
developing a risk policy specifically for the pension fund
% setting the risk management strategy in line with the risk policy

@ overseeing the risk management process including development of a risk register and
ongoing, regular monitoring of the risks identified.

RISK POLICY

A risk management policy is a formal record of an organisation’s appetite for risk, its risk
management structures, and its approach to risk management. The policy will articulate:

®  the organisation’s risk philosophy, attitudes to, and appetite for, risk
#  how risk management is to be implemented
#  risk management responsibilities

2 the procedures that should be adopted in the risk management process.
An example of a risk policy is set out at Appendix A.

The approach to risk in the context of the pension fund and in the wider administering
authority may not always be the same due to differences between the administering
authority’s role as a public body and its LGPS stewardship role. The administering authority
should therefore have its own risk policy.

The risks associated with the pension fund should be clearly communicated to those affected
by any adverse effects arising from the failure to manage risk effectively. For example,

all fund employers are exposed to the potential effects of investment risk since failure to
manage investment risk may lead to higher employer contribution rates. Administering
authorities should ensure that risk policy is understood by all stakeholders.

While the high-level risk policy will set out the administering authority’s approach to risk,
underpinning the risk policy should be a more detailed, operational document that sets
out how the authority intends to manage and treat risk in relation to the fund, as described
further betow.

RISK MANAGEMENT STRATEGY AND PROCESSES

The risk management strategy sets out how an organisation intends to manage and treat
risk. The strategy should also outline the governance processes, systems and tools that the
organisation will use to manage risk (for example use of a risk committee, allocation of roles
and responsibilities with regard to risk management, the use of risk registers).

The risk management process can be considered as a continuous loop which systematically
looks at risks surrounding the organisation’s past, present and future activities. The main
processes involved in risk management are indicated in Figure 1.1 and detailed in the
following chapters.
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Figure 1.1: Risk management cycle

Source: CIPFA

Risk identification

Risk identification should be proactive, horizon scanning for potential risks, and reactive,
learning lessons from reviewing how past risks have manifested themselves.

Risks can be identified through:

m  formal risk assessment exercises

minternal audit reporls

W ongoing performance measurement exercises, including against the fund’s objectives or
its business plan

% slalf liaison sessions, including at regular management meetings

#  feedback from local pension board and/or pension committee meetings or directly from
the members

@ liaison with other administering authorities and regional and national groups, including
the Scheme Advisory Board, CIPFA, etc

#  legal determinations including those of the Pensions Ombudsman, the Pensions
Regulator and court cases

M business planning or strategic workshops involving the administering authority

®  business or service continuity plans developed by the administering authority,

Once identified, risks should be documented, usually on a risk register, which will becorme the
primary coritrol document for the subsequent analysis, control and monitoring of those risks.
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New risks can emerge and so risk identification should include allocation of sufficient
time and resource identifying these, and should therefore be integral to the day to day
management of the fund.

Risk analysis
Having identified potential risks, the next stage of the process is to analyse and profile the
risk. The Pensions Regulator’s Code of Practice sets out that scheme managers should:

& develop a process to evaluate the risks, in order to identify those that are critical to the
scheme (fund), and which in turn enables the administering authority to

@ consider the impact and likelihood of a risk materialising to determine a priority for
managing risks and

m implement and/or review controls to mitigate risks that are appropriate to the outcome
of the risk evaluation.

Standard analysis techniques focus on risk scoring, based on a number of factors:

®  an assessment of their frequency and probability of occurring

#  an assessment of their severity and impact

@ an assessment of existing controls

# cost effectiveness of additional controls.

Key to this process is consistency and simplicity. The scoring system needs to be clearly
communicated and understood; a low overall score does not necessarily mean that the risk
can be discounted, especially where likelihood may be ‘low’ but impact ‘high’ if it does occur.

Many administering authorities will have a risk policy which applies to the organisation as a
whole, including analysis techniques. Administering authorities should consider whether it
might be advantageous to adopt the same techniques, such as scoring criteria — particularly
if extracts for the pension fund risk register could be reproduced within the organisation’s
overall risk register (for example, escalation of the critical risks). If that is the case, the criteria
may need to be expanded to include pension fund specific information.

Risk control

Risk control describes actions taken to reduce the likelihood of a risk event occurring, the
frequency with which it might occur and reducing the severity of the consequences should
it occur (it may also describe actions taken to position an organisation to benefit positively
from a risk event). Risk control actions could comprise taking steps to avoid, transfer and/or
mitigate risk.

Possible courses of action against risk:
Risk elimination: Ceasing an activity or course of action that will give rise to the risk.

Risk reduction: Taking steps to mitigate either the occurrence or the impact of the risk,
ie select a course of action that has a lower probability of risk or put in place procedures
to manage risk when it arises.

Risk transfer: Transfer the risk to another party either by insurance or through a
contractual arrangement.
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A key determinant in selecting the action to be taken will be its potential impact on the
fund’s objectives in the light of the administering authority’s risk appetite. Equally important
is striking a balance between the cost of risk control actions against the possible result of the
risk occurring.

Effective risk management requires an understanding of the cost/benefit analysis to identify
whether the cost of minimising risk is justified by the potential cost of unmanaged risk. Legal
requirements to actively manage risk also have to be taken into account.

Administering authorities should recognise that it is not possible to eliminate all risks.
Accepting and actively managing risk will therefore be a key part of the risk management
strategy.

The Pensions Regulator’s Code of Practice states that scheme managers should consider
issues such as the following when designing internal controls to manage risks identified:

i how the control is performed and the skills of the person performing the control
#  the level of reliance that can be placed on information technology solutions

@ whether the control will stop something happening or merely detect something that has
already happened

= the frequency and timeliness of a control process
®  the process for reporting errors or control faitures

©#  how the control will ensure that data are managed securely.

Risk management monitoring

Risk management monitoring is the final part of the risk management cycle. In monitoring
risk management activity, the administering authority should consider whether:

#  the risk control approach taken achieved the desired outcome

the procedures adopted and information gathered for undertaking the risk assessment
were appropriate

#  greater knowledge of the risk and potential outcomes would have improved the decision-
making process

¥ there are any lessons to learn for the future assessment and management of risks.

Progress in managing risks should be monitored and recorded (on the risk register). Reporting to
the appropriate governance body (eq pensions cornmittee and local pension board) should be on
a regular basis and including it as a standing item would reflect best practice. Reporting shpuld
include the whole spectrum of risks, not just those being controlled.

A risk register could include the following headings:
name of risk or risk area

¥  strategic objective affected by the risk

& risk category (eg investment risk)

#  the likelihood of the risk occurring

potential impact of risk should it occur
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risk rating score (ie likelihood x impact)
owner of risk

current controls

additional control measures

date of assessment (and when next assessed)

risk status (using for example a ‘traffic light’ system)

direction of travel (improving/worsening/no change).

Given the recognition that a lot of pension fund risks cannot be removed or reduced to a low
level, and an element of risk can actually be advantageous (for example, in the investment
strategy), it would also be advantageous to include the target risk rating score.

An example risk register can be found on the Pensions Regulator’s website and one is shown
in Appendix B.

As the primary tool for monitoring and reporting on risk, review of the risk register should be a
standing item at pension committees, with the focus on the highest risk areas or those where the
risk assessment, controls or status has changed since the last review.

National Scheme Advisory Board guidance on the creation and operation of local pension
boards in the LGPS suggests that one area the board could consider in discharge of its core
function to ensure the effective and efficient governance and administration of the scheme is
to “review the risk register as it relates to the scheme manger function of the authority” (see
page 66 of the LGPS’s Guidance on the Creation and Operation of Local Pension Boards in
England and Wales).

As an alternative to, or in conjunction with, consideration of the risk register at each
committee meeting, a risk dashboard, consisting of a combination of pictorial (such as charts,
graphs, etc) and narrative commentary summarising the fund’s position in relation to key
risks may be helpful. The snapshot position presented by a dashboard enables those charged
with governance management to identify the status of various risks at a glance and prioritise
those that need attention. An example dashboard is shown in Figure 1.2.
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Finally, the risk management process should itself be monitored to ensure that those charged
with governance have ownership of the risk process and are accountable for the delivery of
the risk management strategy. It also helps to ensure that risk is properly embedded in the
management of the fund.

The Pensions Regulator’'s Code of Practice states that scheme managers should:

@ continually review exposure to new and emerging risks, including significant changes in
or affecting the scheme

® review their risk register regularly and evaluate risk assessment arrangements,
procedures and systems, including where there are significant changes in or affecting the
scheme.

LGPS RISK TYPES

This guide groups risk under the following headings:

@ asset and investment risk

liability risk
employer risk
resource and skill risk

administrative and communicative risk

reputational risk

# regulatory and compliance risk.

In the chapters that follow, this guide looks at each of these risk areas in turn and takes each
through the risk management cycle set out earlier.
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CHAPTER 2
Asset and investment risk

The LGPS is a funded scheme; LGPS pension funds exist to manage the risk of future
contribution streams being unable to meet future benefit payments by building up a pool of
assets from which future liabilities will be met.

Funds are exposed to a number of asset and investment risks that pose a threat to the fund
meeting its objectives. The scale of several of these risks is very great, so much so that they
tend to dominate other risks and can divert attention from other risks that might be equally
or even more important. There is potentiat misunderstanding of risk, eg considering the
familiar to be low risk and the unfamiliar to be high risk.

The administering authority’s approach to asset and investment risk, including the ways in which
risks are to be assessed and managed, must be set out in the authority’s investment strategy
statement. It is a regulatory requirement to then invest, in accordance with its investment
strateqgy.

IDENTIFYING ASSET AND INVESTMENT RISK

The ultimate aim of an LGPS pension fund is to ensure there are sufficient assets to meet
benefits as they fall due. It is therefore important to analyse asset and investment risk
relative to liabilities, and understand the potential for asset/liability mismatch risk to ensure
risk is measured against the fund’s core objectives.

Other key aims of the fund (as noted in Preparing and Maintaining a Funding Strategy
Statement in the LGPS (CIPFA, 2016)) are to:

#  seek returns on investment within reasonable risk parameters — risk and reward related
to different investment strategies as well as specific holdings therefore also needs to be
incorporated into the risk management process

enable primary contribution rates to be kept as nearly constant as possible and (subject
to the administering authority not taking undue risks) at reasonable cost to the
taxpayers, scheduled, resolution and admitted bodies, while achieving and maintaining
fund solvency and long-term cost efficiency — which should be assessed in light of

the risk profile of the fund and employers — and the risk appetite of the administering
authority and employers alike.

Risk identification should start by considering risks to these objectives alongside
documentation of the overall investment objectives of the fund.

We set out below typical asset and investment risks that could ultimately lead to funds being
unable to meet their aims. The list is not exhaustive and should be periodically reviewed

and emerging risks added using techniques as outlined in the introductory section of this
guidance. As an example, emerging risks include those related to investment pooling.
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Asset/liability mismatch risk

The risk that pension fund assets fail to grow in line with the developing cost of pension

fund liabilities. Liabilities increase each year, due to new accrual and because existing
liabilities are one year closer to payment. This feature means liabilities have bond-like
characteristics. However, most LGPS funds have limited investments in bond-like assets
because of anticipated lower returns than some other asset classes and a desire to diversify
their portfolio. Funds have historically largely invested in return-seeking assets where returns
typically carry greater uncertainty and have proved to be more volatile.

Triennial actuarial valuations assess how well the funds are developing to meet the cost of
liabilities. The value placed on fund assets is generally based on prevailing market values at
the time of the valuation. The value placed on liabilities depends on the discount rate used
by the actuary. This is usually set above Tisk free’ returns, taking prudent account of the
excess return expected to be earned from assets in the future, with the balance made up from
contributions from the employers and members.

There is a significant risk arising from the failure of asset returns to meet the prudent rate
used to discount liabilities. Fund benefits will come into payment over the course of multiple
decades so the risk of persistent underperformance relative to the discount rate is key.

This differential performance between assets and liabilities has resulted in a significant
volatility in funding levels across funds, highlighting the materiality of the asset/liability
mismatch risk for most funds.

Liability risk is considered in more detail in the next chapter. However, it is useful to
understand how the key financial liability risks interact with asset movements.

Discount rate risk: Discount rates are typically set based on a prudent view of future
investment returns that may be achieved by a fund over the medium to long term. The
outlook for future returns is driven by current market conditions and expectations within
the financial markets. Changes in expected future investment returns and volatility and
covariance of returns on asset classes affect the discount rate used to value liabilities;

this is in turn reflected in variations in the value placed on liabilities. Related to this, the
administering authority’s risk appetite may change between valuations leading to further
changes in the discount rate. This is largely measurement risk, since the liability cash flows
do not change.

Inflation risk: The risk that unexpected inflation or pay growth increases the pension
and benefit payments, and that pension fund assets do not grow fast enough to meet the
increased cost. This will change the size of liability cash flows (and asset cashflows to the
extent that funds are invested in inflation linked assets — ie inflation matched).

Asset risks

Concentration risk: Arises if there is a significant allocation to a single asset category,
sub-category or security whose underperformance relative to expectations would result in
difficulties in achieving funding objectives.

Investment pooling risks: As set out in the CIPFA guidance on investment pooling
governance principles, Investment Pooling Governance Principals for LGPS Administrating
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Authorities (CIPFA, 2016), investment pooling introduces a number of different risks for
LGPS authorities as well as potentially changing the magnitude of existing risks and how
administering authorities might respond to them. These risks include asset and investment
risk; employer risk; resource and skill risk; administration risk; reputational risk; and
regulatory and compliance risk. Administering authorities should refer to that guidance

for more detail, and in particular the major risks, such as transition risk, that will need to
be carefully managed during the implementation phase, as well as the risk of failure of the
operator itself, or its internal risks and controls.

Illiquidity risk: Arises where a fund cannot meet its immediate liabilities because it
has insufficient liquid assets. Most LGPS funds have sufficient investment income and
contributions to meet benefits as they arise, but funds have been maturing as a result
of outsourcing of services and other reductions in local authority workforces and other
employers closing to future new entrants or future accrual within the LGPS.

Forced selling depresses the prices of illiquid assets. Iiliquid assets are expected to be subject
to higher levels of price volatility than other assets, because it is likely that their prices will
suffer sharp falls in periods of market stress. Investors in illiquid assets should expect to be
rewarded by the expectation of higher returns, an illiquidity risk premium, to compensate for
the illiquidity and potentially higher volatility. This can be advantageous to investors who are
unlikely to become forced sellers of illiquid assets.

Currency risk: Arises from the variation in the prices of assets relative to liabilities caused by
the movement in currency rates. The liabilities of LGPS funds are naturally denominated in
sterling. By contrast, a substantial proportion of funds’ assets are denominated in currencies
other than sterling. Essentially, unless other steps are taken, an LGPS fund will have exposure
to movements in exchange rates. This variation is only harmful to funds if sterling is
appreciating relative to other currencies.

Manager underperformance risk: The failure by fund managers/pooling operators to achieve
the rate of investment return assumed in setting their mandates. Passive managers generally
deliver returns in line with benchmark expectations. Active managers are challenged to
outperform benchmarks but can only do so by taking positions which differ from benchmark
allocations.

Transition risk: The risk of incurring unexpected costs relating to the movement of assets
among managers. Visible costs arise from dealing charges and market spreads when assets
are sold and purchased in a transition. However, there are less obvious costs and risks, eg if
assets are sold into cash and there is a delay prior to reinvestment, market movement in the
interim period carries a risk of loss of market exposure.

Custody risk: The risk of losing economic rights to pension fund assets, when held in custody
or when being traded. The risk might arise from missed dividends or corporate actions (eg
rights issues) or problems arising from delays in trade settlements.

Stock lending risk: The risk is that the fund, as lending investor, has no control over who
ultimately borrows the stock it has lent. For example, it cannot prevent short sellers from
acquiring the stock it has lent. If a fund wishes to vote its shareholding and some of that
shareholding has been lent, it will need to get the stock returned so it can exercise its vote.
This may be even more complex in an asset pooling environment.
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Counterparty default risk: The risk of default of a counterparty in meeting its obligations
to the fund. Counterparties are normally involved when there are derivative transactions or
currency forwards in place.

Responsible investment and environmental, social and governance
(ESG) risks

LGPS investments are increasingly exposed to risks associated with social, environment and
governance issues.

Environmental risk: Identifiable across many industries, from extraction of natural
resources, to supply chain logistics, to manufacturing. Climate change risk is a specific sub-
set of environmental risk upon which there is a high degree of focus from legislative bodies,
recognising that a changing climate could have significant implications for the world.

Firms which do not effectively manage their exposure to environmental risks, including
climate change related risk, can be susceptible to (as one example) litigation in response to
breaches of the law, thus affecting profitability and the potential for future growth, or future
regulation (for example, around carbon emissions) having a significant and material impact
on the viability of the business model. If pension funds are invested in such firms the value of
their investments are exposed to these risks.

Social risk: Firms affect the environment in which they operate in a number of ways, which
includes the impact on social concerns. For example, protection of consumers, labour rights,
diversity and inclusion policies, human rights and health and safety are key sub-criteria
within this category.

The degree to which firms take account of these areas — for example, ‘living wage’ employers
versus ‘minimum wage’ employers; the widespread use of ‘zero-hour’ contracts; inadequate
provision of health and safety equipment — forms a key area of risk assessment from this
perspective. Firms which exhibit poor social practices are susceptible to litigation, as well

as potentially poorer levels of corporate financial performance owing to (for example) a
demoralised workforce, or higher rates of staff absence where poor health and safety practices
result in injury or illness. These factors can impact on financial returns in the short, medium,
and/or long term, therefore constraining investment performance.

(Corporate) governance risk: Individual companies, and occasionally groups of companies,
can periodically suffer from corporate governance failures. Examples in the past have been
the use of child labour in overseas manufacture, poor safety records, which have resulted

in death or containable accidents, and the widespread mis-selling scandals that affected
banks and other financial companies. More recently we have had the phone-hacking scandal,
London Interbank Offered Rate (LIBOR) manipulation, ‘rogue traders’ in financial institutions
and other examples of regulatory compliance failure, all of which again can be traced back to
failings in corporate governance.

Poor corporate governance can affect financial returns in the short, medium or longer term
and therefore expose investors to specific risk. Arguably, badly managed corporate strategies
may be covered within broad equity risk, eq it is inevitable that business plans will need to
change as market conditions alter, as new competition enters the market place or to reflect
changes in the status of customers and suppliers. Evidence of weak corporate governance
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may also emerge after the event, when any financial damage has already been reflected in
asset prices.

ANALYSING RISKS

Funding risk

Reporting valuation outcomes on a single set of assumptions disquises the variability of
potential outcomes. The pension fund’s strategic asset allocation benchmark will be set

in line with its stated aims and risk appetite. It assesses risk relative to that benchmark

by monitoring the pension fund’s asset allocation and investment returns relative to the
benchmark over quarterly, annual and longer periods. However, risk assessment needs to
consider the returns of the assets relative to the liabilities by monitoring the delivery of
benchmark returns relative to liabilities. Asset-liability studies can help by revealing a range
of potential funding outcomes.

Many administering authorities will monitor the development of fund assets and liabilities
and the impact that any deficit or surplus (the difference between the value of liabilities
and the value of assets) and changing financial conditions will have on hypothetical levels
of employer contributions. It is important that this interaction is fully understood and that
assets and liabilities are valued consistently for this purpose — for example, if the markets
view of future investment returns changes, it is likely that the discount rate will need to be
updated to maintain the previous level of risk appetite.

Concentration risk

Analysis of concentration of asset holdings by category/sub category and individual
holdings can enable a fund to identify areas of concentration risk. Scenario analysis can
then provide assessment of the risk of underperformance on the funds objectives and feed
into the eventual strategic asset allocation which will include limits on the total value of
all investments of fund money that it will invest in particular investments or classes of
investment, and must be set out in the fund’s investment strategy statement.

Investment pooling risks

Following implementation (see guidance on Investment Pooling Governance Principles

for LGPS Administering Authorities (CIPFA, 2016)), risks can be broadly analysed as per

the other risks set out in this section. The risk strategy and process will need to reflect the
roles and responsibilities specific to the operation of investment pools. A full review of risk
management strategy and process in the light of investment pooling should be the start point
for further analysis, including the identification and evaluation of new risks and changes

to existing risks. The administering authority will need to understand the investment pool
oversight committee’s own risk management arrangements and processes as part of this
evaluation.

Illiquidity risk

Liquidity management should feature in strategic asset allocation selection. Funds need to
have sufficient cashflow to make benefit payments to members as they fall due. An analysis
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of asset and liability cashflow can help to evaluate liquidity risk (ie the likelihood of a forced
sale) as well as understanding the potential loss in value where illiquid assets need to be
traded.

Administering authorities should also be aware of their advantage in being able to hold
illiquid assets which differentiates them from many other investors and that they should
expect to receive an additional illiquidity risk premium for holding this category of assets.

Currency risk

Currency risk can be analysed when deriving the strategic asset holding for the fund -
asset liability modelling techniques can be used to derive the potential impact of currency
movements on the fund’s objectives, and in particular the likelihood of material negative
impacts.

Manager underperformance risk

Manager selection will generally be carried out by investment pools but administering
authorities retain overall responsibility and need to understand the risks and manager
selection process adopted by the pool.

Underperformance of passive managers can be measured relative to the given index.

In relation to active managers, past performance may be due to prevailing financial
conditions particularly suiting the manager’s style of management. Prevailing conditions
change over time, which can lead to cycles of outperformance and underperformance.
There are widespread examples of pension funds firing underperforming managers (before
their performance improves) and hiring outperforming managers (before their performance
deteriorates).

Administering authorities should ensure that their investment pool uses an appropriate
benchmark to assess active manager performance. For example, if an equity manager
follows a ‘value’ style, it may be appropriate to assess their performance relative to a ‘value’
benchmark, even if their mandate is to outperform a broad market index. This will provide
information about whether the manager is performing adequately relative to their style,
and whether the prevailing conditions are providing a hcadwind or tailwind to their style of
management.

Some classes of assets can only be managed on an active basis and the expected return may
be sufficient that administering authorities would tolerate a level of underperformance from
active management because that is the only way to access the asset class return.

Administering authorities should be aware of the exposure they have to specific managers
underperforming relative to the given benchmark and the consequential risk to the funds’
objectives.

Transition risk

Appropriate risk management processes will enable identification of significant transitions of
assets. Each trade can be evaluated ahead of transition to understand the risk exposure to the
fund to enable a risk-based decision to be made on whether mitigating action is required.
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Custody risk

Administering authorities should periodically assess their custodian for service quality and
operational standards (eg their processes for assessing their sub-custodians in overseas
regions). It will also be valuable to conduct periodic audits of currency trades.

Stock lending risk

It is important that administering authorities understand the processes involved in stock
lending, in particular that when lending a stock they lose control of it. The main risk relates to
collateral management. Committees need to understand the different risks that relate to the
assets used for collateral and in particular the risk of cash collateral.

Further guidance on stock lending and managing stock lending risk can be found in the CIPFA
Pensions Panet Guide to Stock Lending by Local Authority Pension Funds (CIPFA, 2011).

Counterparty default risk

The principal approach to managing counterparty risk is to understand the nature and
materiality of the risk. Processes should be in place to measure counterparty exposure and
potential exposure in the future.

Responsible investment and environmental, social and governance
(ESQG) risks

Responsible investment is an approach that aims to incorporate environmental, social,

and governance (ESG) factors into investment decisions, to better manage investment

risk and generate sustainable, long-term returns. This is an area on which there has been
increasing focus in recent years, both from requlatory bodies in the form of legislation and
guidance, and from institutional investors, amid growing recognition that ESG factors can
play a material role in investment risk and return. Administering authorities should take
their fiduciary responsibilities around considering sources of risk and return seriously and
acknowledge that effective management of financially material ESG risks can support the
fund’s objectives, as long as consideration is given to the need to optimise financial returns.

Many administering authorities consider that it is beyond their level of resource to take
unilateral action around controlling ESG risk, and instead leverage the resources of their
investment managers — many of whom have dedicated policies detailing their activities,
stance, and level of focus on this area — to identify, analyse, monitor and control the risks the
fund is exposed to via its indirect investee company holdings.

Understanding the tevel of risk posed by climate change is an area where the pension fund
committee can also take input from its actuarial and investment advisers.

Page 57 Page 17



MANAGING RISK IN THE LOCAL GOVERNMENT PENSION SCHEME

CONTROLLING RISK

Risk is an inevitable and unavoidable feature of LGPS investments and not all risks can
be controlled. For example systemic risk arises from the possibility of an interlinked
and simultaneous failure of several asset classes and/or investment managers, possibly
compounded by financial ‘contagion’, resulting in:

#  anincrease in the cost of meeting pension fund liabilities where the outlook for
investment returns is reduced

B areduction in funding levels
®  upward pressure on pension costs.

As systemic risk cannot be eliminated, transferred or mitigated, it can only be avoided by
ceasing the activity which gives rise to it. This is clearly not an option for LGPS funds. It must
therefore be accepted as an inevitable consequence of investment activity.

However many other aspects of investment and asset risk can be managed and some
examples are set out below.

Risk area Control actions

Funding risk Funding risk is controlled by determining a strategic asset holding using
appropriate asset/liability modelling techniques to inform the fund's
investment strategy. The strategic holding should include acceptable ranges of
deviation to allow for market movements and active management.

Policies and processes should be in place to report breaches to these limits and
bring the fund's holdings back within defined limits. Mitigating funding risks
may have unacceptable cost (given the conflicting aims of the fund including
cost efficiency and stabitity of primary contributions, for example). Liability
matching investment strategies can include inflation and longevity hedges.
The investment strategy should be kept under review, typically a minimum
of triennially, but this could be more frequent and triggers for a review could
include funding levels moving above or below specified limits, or, market
instability (eg financial crisis).

Concentrationrisk  Administering authorities should be aware of concentrations among assets
they hold and the impact of potential setbacks on asset prices. These should
be reported to the relevant body, as set out in the risk management policy.
Administering authorities should also be aware of the regulatory requirement
to invest in a wide variety of investments and this should inform the fund’s
investment strategy.

Risk control is effectively managed by the limits imposed within the fund's
investment strategy statement and implemented through the fund’s risk
policies, which should ensure that these limits are not breached.
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Risk area Control actions se

Investment pooling Administering authorities should thoroughly review their risk management
policy and processes to allow for new risks and changes to existing risks as a
result of investment pooling. This should reflect the roles and responsibilities of
those involved in identifying, analysing, monitoring and controlling risk.

A full understanding of the role of an oversight committee and its own risk
management arrangements and processes will support good overall risk
management and enable gaps to be identified in the control process.

Control actions for many of the risks are covered within this chapter — it is the
policy detail that will typically differ.

Liquidity risk Administering authorities should have processes in place to manage the overall
liquidity of the fund, ensuring that cashflow is available to meet benefits
as they fall due. They should be aware of the risks to cashflow of different
future scenarios such as a decline in active membership, as well as the risks
associated with forced sales of illiquid assets. Strategic and tactical asset
allocation decisions can be used to manage this risk.

Currency risk It is possible to consider some exposure to overseas currencies as providing
diversification. Currencies rise and fall in value over time and some currencies
may be appreciating against sterling while some are depreciating. As
mentioned above, the risk is harmful only when sterling is appreciating relative
to a basket of other currencies. Active managers of bond assets normally hedge
overseas currency exposure unless they specifically elect to take currency risk.
Active managers of equities do not normally hedge currency risk.

It is possible for administering authorities to hedge some or all of their fund's
currency exposure using currency forwards, either by using a specialist
currency hedging manager or by adopting a passive hedge ratio implemented
by a custodian or other provider. Administering authorities may consider that
currency risk is relatively small compared with equity market risk and choose
to accept the positive and negative swings in value that occur over time.

Manager The impact of underperformance of any single active manager can be

underperformance mitigated by combining active and passive management and using several

risk active managers. Of course, it also diversifies the benefits of any active
manager’s outperformance, but appropriate diversification is widely regarded
as good investment discipline.

Managing the underperformance of active managers and assessing whether
to replace them is a difficult task. Some funds operate on the basis of giving
managers a three-year timeframe for performance to turn and others base
their judgement on the level of underperformance experienced. Loss of key
personnel or a change in ownership can make this judgement easier.

Changing active managers can be relatively expensive because of transition
costs and the lack of certainty that the replacement manager will be more
successful. Some funds with strong performance records rarely sack managers
outright but implement phased reductions (and increases) in mandate
amounts.
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Risk area Control actions

Transition risk The most appropriate way to manage transition risk is to take professionat
advice around the inherent risks and appoint a specialist transition manager.
The transition manager will have responsibility to project manage the
transition and to minimise the risks and costs of the transition by maximising

the use of in specie transfers, programme trades and the use of derivatives
such as futures to mitigate ‘out of market’ exposure.

Custody risk Administering authorities should periodically assess their fund's custodian for
service quality and operational standards (eg their processes for assessing their
sub-custodians in overseas regions). It will also be valuable to conduct periodic
audits of currency trades. The fact that the trades are being audited wilt act as
an incentive to custodians to keep transaction fees under greater control.

Stock lending risk It is important that administering authorities understand the processes
involved in stock lending, in particular that when lending a stock they lose
control of it. Administering authorities need to understand the different risks
that relate to the assets used for collateral and in particular the risk of cash
collateral. The easiest way to manage this risk is not to accept cash collateral.
However, approaches to monitoring, calculating and adjusting collateral can
vary in sophistication and operational cost.

Counterparty risk A significant proportion of derivative transactions exchange using clearing
houses to reduce counterparty risk. However, this centralises the risk on the
clearing houses which will need to be adequately capitalised. Thus white risk
can be mitigated, it can reappear in another guise elsewhere in the process.

Environmental, Administering authorities should be aware of the policies of their investment

social, and managers in this area, and identify whether this is consistent with their

governance (ESG) fund's views, beliefs, and objectives around ESG considerations. Pension

risk fund committees should, where considered appropriate, engage with their
investment managers (either directly or via the pool) to identify the extent to
which these factors are considered within the investment process and establish
the degree of comfort that these risks are being appropriately managed on the
fund's behalf.

Governance risk Success in ensuring that there are sufficient assets to meet bencfits as they
fall due depends on good advice and good decision-making from a number of
professionals and other participants, including the actuary, investment adviser,
lawyer and auditor (see Chapter 5: Resource and Skills Risk in the LGPS). The
advice and decisions then need to be acted on and implemented efficiently.
Fund officers are also closely involved in the day-to-day management of the
funds, while the pension fund committee and any delegated investment sub-
committee are ultimately responsible for supervising the overall investment
risk management framework.

Governance of investment risk will also include effective monitoring, reporting
and management of costs associated with the management of the fund's
investments.
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MONITORING RISK MANAGEMENT ACTIVITY

The general principles for risk monitoring are set out in this publication’s introduction.

Given multiple layers of management and responsibility for investment operations on behalf
of a typical LGPS fund (eg fund managers, investment advisors, investment pools), it is
important that the appropriate governance body receives sufficient information, which may
be from a variety of sources, to enable it to effectively fulfil its oversight role. In particular
the administering authority should not rely on the effective risk management of others, but
should instead have a process in place to enable it to monitor the effectiveness of that risk
management.

CONCLUSION

There are a wide number of risks arising from assets and investment activity. The dominant
risk is funding risk, ie the failure of asset returns to keep up with the developing cost of
liabilities. Nevertheless, other risks can be material. The most important aspect is to ensure
that pension committees understand the nature of these risks, their relative scale and the
steps that can be taken to mitigate particular types of risk.
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CHAPTER 3
Liability risk in the LGPS

The LGPS is a multi-employer scheme providing benefits to members in line with the LGPS
regulations. Each LGPS administering authority operates a fund that controls and invests
assets to enable the fund to pay members’ benefits as they become due.

The actual cost of meeting members’ benefits is not known in advance. Every three years

at the triennial actuarial valuation, the fund actuary will place a value on the expected cost
of providing benefits already accrued by members along with those expected to build up

in the future, known as the liabilities of the fund. The value placed on these liabilities will
depend on a number of assumptions made by the fund actuary. Key assumptions are the
expected investment return on the fund’s assets, expectations of future inflation (which
determine pension increases and revaluation of CARE accounts) and how long members live
in retirement.

There is therefore a risk that actual future experience is worse than the assumptions, meaning
that more money may be needed to pay members’ benefits. It is also possible that actual
experience may be better than the assumptions made so that the amount of money needed
to pay members’ benefits is less than expected. In this context liability risk is the risk that the
amount of money needed to meet the fund’s liabilities turns out to be greater than expected.

Both the fund and the participating employers should consider the effect of liability risk as
both will be affected by any increase in liabilities.

@ The administering authority is responsible for the fund’s overall funding strategy.

@m  Participating employers will be expected to pay increased future contributions should
more money be required to meet the payment of all benefits. They will also have some
control over some liability risks that could arise, for example as a result of the use of
employer discretions such as payment of augmented benefits.

IDENTIFYING LIABILITY RISKS

The key to identifying liability risks is to consider the assumptions made by the fund actuary
at the triennial valuation. These risks can be split into two key types of risk:

financial
demographic.

It is then possible to identify the risks that are likely to have greatest impact on the value of
the liabilities.
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Financial risks

Financial risks include the following:

i

Discount rate risk: In order to place a value on the fund’s liabilities, the fund actuary
must make an assumption about the long-term investment return expected to be
achieved by the fund’s assets. This assumption is used to discount the payment of
future pension benefits to a current value and is commonly known as the discount

rate. The discount rate adopted will be linked to the actual assets held by the fund and
market conditions at the valuation date. The greater the long-term discount rate, the
lower the value placed on the liabilities. However, as the discount rate is dependent on
market conditions at the valuation date, there is a risk that the discount rate will reduce
between valuations resulting in a higher value being placed on the fund’s liabilities. This
is largely a measurement risk since the liability cashflows do not change. The real risk is
that the actual cost of benefits is higher than expected due to investment returns being
lower than originally assumed (see Identifying asset and investment risk in Chapter 2,
including asset/liability mismatch risk).

Inflation risk: The fund actuary will also need to make an assumption about
expectations of future inflation in order to place a value on the liabilities. The
assumption adopted will be based on market conditions on the valuation date and will
be the basis for expected future pension increases, revaluation of pension accounts and
often salary increases (for pre-2014 final salary benefits, or pre-2015 in Scotland and
Northern Ireland). There is therefore a risk that the assumption adopted is not in line
with actual inflation in the short term — if inflation experienced is higher than assumed,
the fund’s liabilities will increase. There is also a risk that at subsequent valuations,
market expectations of future inflation are higher, leading to a higher value being placed
on the fund’s liabilities. The latter (assumed future inflation) is largely a measurement
risk related to future expected liability cashflows.

Salary increase risk: The assumption made at the valuation in relation to salary
increases is likely be linked to future expectations of inflation. There is a risk that salary
increases actually awarded are higher than the assumption made which would increase
the value of pre-2014 liabilities. There is also a risk that at subsequent valuations,
market expectations of future inflation and hence salary increases are higher, leading
to a higher value being placed on the fund's liabilities. The latter (assumed future salary
inflation) is largely a measurement risk related to future expected liability cashflows

It is also worth noting that salary inflation risk is reducing in significance as the proportion
of liabilities in respect of final salary benefits reduces and the proportion of career average
revalued earnings benefits increases.

Demographic risks

Demographic risks include the following:

Page 24

Longevity risk: The demographic assumptions adopted to place a value on the fund’s
liabilities are usually intended to be a best estimate of the future experience of the fund
and should also consider past experience of the fund. However, future life expectancy
and, in particular, the allowance for future improvements in life expectancy, is uncertain.
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The fund actuary will make an allowance for future improvements in life expectancy in
his/her valuation assumptions; however, there is a risk that members will live longer than
expected meaning benefits will be paid for longer, and the cost of providing benefits
turns out to be greater than assumed .

Early retirement risk: Liabilities for members who retire earlier than assumed in the
triennial valuation and receive no reduction in benefits will be higher than expected.
While employers will be required to pay additional contributions in cases where
members are made redundant there could still be a strain where those contributions are
set using different assumptions to the triennial valuation (and particularly where the
valuation allows for some or all of a member’s benefits to come into payment later than
the age used to calculate the strain payment). The risk lies with participating employers
rather than the fund, provided employers contribute to cover the additional costs. The
more members retire prematurely with no reduction, the greater the cost of liabilities to
the employer.

@ Ill-health retirement risk: The fund actuary will make assumptions about the incidence
of retirements on ill-health grounds and the proportion of such retirements which lead to
Tier 1, Tier 2 or Tier 3 benefits. To the extent that this assumption is exceeded, or more
members are granted higher tier benefits, the fund’s liabilities will increase. Some funds
may allocate participating employers an ‘ill-health allowance’ which if exceeded in any
one year will require additional contributions to be paid to the fund by the employer.
Others pool ill-health experience which means the risk of higher (or lower) liabilities than
expected is shared across employers in the fund.

®  Regulatory risk: Regulatory change is also a liability risk especially for the LGPS where
pension benefits are governed by statute. Changes may impact on the fund’s liabilities
causing them to increase or decrease, eg changes to state pension age which affect
the age at which members can draw their benefits with no reduction. There are limited
actions the fund can take in relation to requlatory change; however, some control
mechanisms are covered below.

LIABILITY RISK ANALYSIS

As part of the actuarial valuation, the fund actuary may calculate the value of the liabilities
on a variety of assumptions to demonstrate the impact that a change in assumptions will
have on the value of the fund’s liabilities. This should also highlight the assumptions to which
the value of the liabilities is most sensitive and those which the fund may wish to consider
further.

At each actuarial valuation, the fund actuary will analyse the change in deficit or surplus since
the last valuation, highlighting the main areas where actual experience differed from expected.
This information could be used to inform the assumptions chosen for the future and indicate the
liability risks which have had greatest impact on the fund.

Scenario testing and experience analysis is becoming common practice for funds and liability

risk could be reviewed on a more regular basis than every three years as part of the triennial
valuation.
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LIABILITY RISK CONTROL

In common with all risk controls, liability risk controls describe those actions that are taken
to reduce the likelihood of a risk arising and if it should arise, to reduce the level of risk to
which the fund and participating employers are exposed.

Given the statutory nature of the scheme and the dependence of the liability value on a
number of assumptions, it is not possible to eliminate all liability risk. However, there are a
number of control mechanisms the fund can implement.

Risk Control mechanism

Discount rate falls Regular monitoring of changes in market conditions between
triennial valuations, perhaps on a quarterly basis, provides early
warning of changes in the outlook for future investment returns.

Adopting a prudent discount rate assumption at triennial
valuation as a cushion against reductions in future investment
return expectations reduces the risk that contributions will be
insufficient in the event that actuatl investment returns are less
than expected.

Consider holding assets that match the fund'’s liabilities; meaning
that any movement in value of liabilities due to a fall in the
underlying discount rate should in theory be matched by a
corresponding movement in asset values. Consideration should be
given to the impact of any such ‘matching’ investment strategies
on investment returns and pension contributions (all other things
being equal, lower investment returns will mean higher employer
contributions over the long term).

Inflation higher than expected  To the extent that current inflation and hence pension increases
are higher than anticipated, the fund actuary will take account of
this in setting any deficit contributions.

Adopt a prudent inflation assumption at triennial valuation as a
cushion against increases in future inflation expectations.

Consider holding assets expected to deliver returns above inflation
in the long term (eg equities) or inflation linked assets to match
inflation linked liabilities (noting the residual mismatch between
RPI inflation and CPI linked liabilities). Consideration should be
given to the expected long-term impact of different investment
strategies on employer contributions.

Salary increases are higher Affects pre-2014 benefits only.

than anticipated Employers may have some control over the award of salary
increases although government policy and national pay awards
can also have an effect.

At each triennial valuation, the fund and employers should
consider the change in liabilities as a result of salary increases
being higher or lower than expected.
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Risk so Control mechanism

Members live longer Regular monitoring of longevity and other demographic
factors through the triennial valuations and interim valuations/
experience analyses provides early warning of any expected
increase in contributions and costs.

Regular updates from the fund actuary on general longevity
experience within UK pension funds and national trends, eg from
population statistics.

Set mortality assumptions with a prudent allowance for future
increases in life expectancy as a cushion against faster than
expected improvements.

Consider insuring pensioner longevity risk (eg for liabilities where
special considerations or circumstances apply), where it is cost
effective to do this.

Greater number of early Require employers to make capital contributions in respect
retirements of pensions strain arising from early retirements as a result of
redundancy or on efficiency grounds.

Monitor experience through the triennial valuation process or
more regularly (and advise employers of the effect on their
contributions).

Consider explicit controls in admission agreements for any new
admitted bodies joining the fund.

Adopt a prudent assumption for early retirements at triennial
valuation as a cushion against higher than expected experience,

Greater number of ill-health Regular monitoring of ill-health experience through the triennial
retirements valuations and interim valuations/experience analyses to provide
early warning of changes in future costs.

Consider setting an ill-health allowance and invoice the cost of
any ill-health early retirements in excess of the allowance to
employers as required.

Consider pooling ill-health retirement risk within the fund
or external insurance to smooth the effect on employer
contributions.

Consider explicit controls in admission agreements for any new
admitted bodies joining the fund.

Regulatory change increases Keep abreast of any regulatory changes, eg through attendance
the value of the scheme’s at LGPS conferences or seats on national bodies such as the
liabilities LGPS Scheme Advisory Board (or its working groups), PLSA,

CIPFA Pensions Panel and participate in relevant government
consultations.

Any likely developments regarding regulatory change should be
factored into the triennial valuations.

In interim periods, further updates regarding the impact of
regulatory change may be required.
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LIABILITY RISK MONITORING

The triennial valuation process provides the ideal opportunity for the fund to monitor the
effects of risk controls and mitigations. However, the administering authority may wish to
carry out more regular monitoring, eg through interim valuations, to help it assess whether its
control mechanisms are sufficient and respond promptly to any changes in market conditions
and/or actual experience.

SUMMARY

Liability risks to the pension fund are many and almost infinite depending upon the level of
detail required to be considered.

This chapter provides a summary of key risk within the LGPS funds. The list is not intended to
be exhaustive and does not consider employer risks within the funds (dealt with in the next
chapter) nor the risks associated with the assets held by the funds (see previous chapter).
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CHAPTER 4
Employer risk in the LGPS

The LGPS is a multi-employer scheme, consisting of employers of a variety of types and sizes.
Employers may be required by the regulations to operate the scheme for their employees or
may have chosen to do so voluntarily; may have one member or thousands of members; may
be a large statutory organisation or a small local charity. Each will pose a different level of
risk.

The number and variety of employers participating in the LGPS has increased significantly in
recent years, leading to increased fund exposure to employer risk and culminating in scheme
wide initiatives such as the LGPS Advisory Board’s reviews of academies and Tier 3 employers.

Tier 3 employers participating in the LGPS have no local or national taxpayer backing, nor a
full guarantee or other pass-through arrangement with a body with such backing — such as
some universities, further education colleges, housing associations and charities.

Risks can arise from both the employer’s ability to meet the contribution requirements

as they fall due and from poor quality or incomplete information being provided by the
employer to the administrator. Accuracy of information is even more important now that a
career average revalued earnings benefit structure has been adopted by the scheme.

Employer risk can encompass reputational and financial risk.

Reputational risk could occur, for example, if adverse publicity arises for the administering
authority as a result of interactions with or failure of an employing authority. This could also
lead to reputational risk for an authority as a whole (see also Chapter 7: Reputational Risk in
the LGPS).

Financial risk could occur, for example, if the employer is not able to pay over the
contributions due for any reason or does not efficiently administer the scheme. As a statutory
scheme, member benefits are guaranteed while the financial risk of an employer (and if
relevant its guarantor) being unable to meet its contribution requirement falls upon the other
employers in the fund and ultimately on the local authority taxpayers, who are the funders of
last resort.

However, poor record keeping and administration could affect the members themselves if it
led to inaccurate member records and inaccurate payment of pensions.

In this context employer risk can therefore be defined as the current or prospective risk of

an employer being unable to meet its contribution requirements, due to whatever reason,
and/or to comply with the administration requirements of the LGPS, potentially leading to a
detrimental effect on its members and/or the administering authority and/or other employers
in the fund.
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Good management of employer risk, including identification of those employers most at risk,
monitoring and the carrying out of mitigating actions, is therefore vital to reduce risk levels
and to avoid or minimise consequential detrimental effects on the various stakeholders.

Y

IDENTIFYING EMPLOYER RISKS

The key to identifying employer risk is to build up an employer knowledge bank, collecting
key information for analysis and monitoring, to identify employers which may pose the
greatest risk and to quantify or assess the risk to which the fund and other stakeholders may
be exposed.

Employer covenant

Where relevant, schemes should put in place systems and processes for making an objective
assessment of the strength of an employer’s covenant (which should include analysis of their
financial position, prospects and ability to pay the necessary employer contributions).
Pensions Regulator's Code of Practice number 14 - Governance and Administration of
Public Service Pension Schemes

Assessing and monitoring covenant should be proportionate to the circumstances of the
scheme and employer. In order to take an informed view on proportionality, the knowledge
bank should include sufficient information to facilitate a high level judgement of the risk
of an employer being unable to meet its contribution requirements and therefore a deficit
falling upon the other employers in the fund, and (where relevant) the size of that deficit if
the risk materialises.

This information could include the below.

Riskiness

The knowledge bank could include details of the following:

®  The nature of participation (is the employer a scheduled, designated, community
admission body or transferee /paragraph 1(d) admission body?)

# s the employer open or closed to new members? Are active membership numbers
decreasing, increasing or staying level?

® Isthere a bond in place? Does the employer have a guarantor from a tax raising body?

Exposure

The knowledge bank could include details of:

®  the size of any existing funding deficit if the employer was to exit (including across
multiple admissions where appropriate)

the value of any other sources of security in place if the employer was unable to meet
the required contributions following exit.

In addition, maintaining general knowledge of the political and public sector landscape may
identify emerging employer risks, eg the introduction of a new college insolvency regime in
England which may affect payment of pension deficits on a college insolvency.
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The knowledge bank should be updated on a regular basis, noting that employer risk can
change rapidly — a recent case in point being the collapse of Carillion in the six months
following a profit warming in July 2016.

Administration

The knowledge bank could include details of:
#  the level of accuracy of employers’ annual contribution return
8 the accuracy of employer data as measured as part of a wider data cleanse exercise

#  the number of participating members.

EMPLOYER RISK ANALYSIS

The employer knowledge bank can be used as a starting point to analyse and assess the

risk that each employer poses. The covenant and pensions administration risks should be
analysed separately in two streams, with employers being placed into a risk category for
each stream since different control measures and actions will be needed. Analysis and

categorisation will enable priorities to be set.

Employer covenant

The information within the knowledge bank should be sufficient to enable the administering
authority to take a view on which employers (if any) may warrant more detailed investigation,
and the required level of detail for that investigation.

In order to analyse and assess the risks posed by each employer before categorising them,
it will first be necessary to determine what is considered to pose a greater or lesser risk. This
will assist with consistent analysis of risk, although there will still be times when a single
piece of information received should ‘set alarm bells ringing’ and lead to immediate action.
Reasonably broad categories can be used initially and refined over time as the largest risks
are dealt with and controls and mitigating actions put in place.

Criteria to consider when analysing and assessing the risk posed by each employer could
include, for example, whether the employer is the following:

A scheduled, designated, community admission body or transferee admitted body.
This has historically been considered a proxy for the level of risk, for example some
scheduled bodies having tax raising powers while some small community admission
bodies are reliant on charitable donations, but care is needed not to adopt too broad a
categorization as there can be varying levels of risk within the category of scheduled
bodies and community admission bodies.

&% Open or closed to new members. A closed body may be considered to be more risky since
there may be less time to make good any deficit as ultimately its last member will leave
and at that point full funding will be required. Care is again needed to recognise that the
build-up of future liabilities will be higher for open employers which will increase the
fund’s exposure to the failure of the employer.

Note that the administering authority is primarily concerned with risk to the fund as a whole.
There may be instances where specific scheme employers are exposed to risk (eg as a result
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of their outsourcing activity), but where the fund does not believe it is exposed as a result of
the scheme employer’s guarantee. Some administering authorities may take a view that they
should highlight this risk to the employer concerned. Either way, clear communication to
employers of the approach taken will ensure there is no misunderstanding.

A key item on which to focus is the potential quantum of financial risk that the employer
poses in a worst case scenario of immediate cessation, ie the current deficit on an exit basis
(after allowing for any offsetting security).

Analysis of the various risk factors should provide an overall initial view of riskiness of each
employer. This could lead to an initial risk categorisation as illustrated in Figure 4.1, where
the level of risk is summarised using a RAG (red, amber, green) status.

Figure 4.1: Risk by red, amber, green (RAG) status
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Where more detailed analysis is required it should be noted that the Pensions Regulator’s
guidance on assessing and monitoring the employer covenant sets out that:

assessments should be forward-looking and focus on the ability of the employer to
contribute cash to the scheme over an appropriate period to achieve and maintain full
funding, based on an assessment of the employer’s forecast cash flows and the medium
and long-term outlook for the business and the market in which it operates

the administering authority should consider obtaining independent external advice
where it lacks the objectivity or expertise required to perform an appropriate assessment.

Further information will be needed for the purpose of a more detailed risk assessment and
may include items such as:

credit agency ratings
#  historic and forecast accounting information

detailed analysis of corporate structures

Page 32 Page 72



CHAPTER 4 \ EMPLOYER RISK IN THE LGPS

@ company and sector outlook analysis.

Key to the risk analysis system is that it is as clear and consistent as possible so that the
information produced is understandable and usable.

Administration

Similar principles could apply for assessing the risks related to administration. For example,
criteria to consider when analysing and assessing the risk posed by each employer could
include:

submitting accurate and timely annual contribution returns

#  whether the standard or timeliness of returns has reduced.

A large or increasing number of discrepancies between the administering authority’s records
and the return could indicate an issue with record keeping and notification, and pose a
greater risk to the accuracy of member records and ultimate pension payments.

Again, in order to set the risk into context it may be helpful to collect information to enable
an assessment of the exposure. This could be the number of active records, or payroll of the
employer as a percentage of the fund, for example.

Review

The knowledge bank can also be used to track and identify changing risk levels for each
employer and the risk to which the fund is exposed as a whole. Employer covenant can
change quickly and the administering authority should monitor the covenant regularly
between valuations and have well-developed contingency plans so they can take decisive
action if and when required.

In addition, all staff should be made aware of who to report employer information to, how
frequently and, in turn, the responsible person should be aware of key information that
should trigger an immediate risk mitigation action.

Further criteria could be developed for each piece of information gathered and the results of
this exercise should be documented within the risk register.

EMPLOYER RISK CONTROL

In common with all risk controls, employer risk controls describe the actions taken to reduce
the likelihood of a risk arising, and if it should arise to reduce the level of risk to which the
fund and affected stakeholders (including the employers) are exposed.

Given the statutory nature of the LGPS and the number of contributing risk factors outside

of the influence of an administering authority, it is not possible to eliminate all employer
risk. For example, it is not possible to eliminate the risk of an admitted body going into
receivership, which could be caused by a change in government policy leading to the
withdrawal of funding to a charity admission body, leading to insolvency, but it is possible to
control the risk exposure by, for example, requiring new admitted bodies to have a guarantor
in place and by the use of an appropriate funding target and deficit recovery periods for those
organisations without statutory tax raising powers, or just one source of income.
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It is also possible to reduce inherited or historic risk exposure by, for example, introducing
the requirement for a guarantor or bond, when a long-standing community admission body
wishes to make other changes to their admission agreement.

Controlling risks should be proactive and reactive; proactive to reduce and control risk

over the longer term and reactive to deal with emerging risks, such as prompt submission,
within timescales, of a deficit funding claim to receivers upon an employer being placed in
administration. A set of standard procedures to follow in such situations could be prepared.

The key to good risk control is to make best use of the information gained from analysis of
the knowledge bank and of the governance tools available.

For example the following:

& The funding strategy statement can take account of the employer risk categorisation
emerging from the risk analysis, allowing for example a funding target closer to that
which would be used at exit and shorter recovery periods for the higher risk groups and
cash deficit contributions for those with reducing payrolls, thereby reducing the risk of
being left with a large unpaid deficit should the employer cease.

%  The admission policy can require new community admission bodies to be of a certain
financial standing and for security such as bonds or guarantors to be in place, thereby
reducing the risk of being left with a large unpaid deficit should the employer cease.

Engagement with employers to find bespoke solutions to issues and agree appropriate
actions for the fund and employer’s mutual benefit. For example, a lower risk investment
strategy may reduce risk for the employer and the fund for employers close to a planned
exit.

Reputational risk associated with adverse publicity, such as a local news article on
‘bankrupting a local charity’, may be avoided if an alternative solution is found that
enables the charity to continue and the fund to receive a greater amount of money over
the longer term.

Legal agreements might be used where sufficient security exists to justify deferring
crystallisation of an exit and it is not possible to recover the full debt immediately,
reducing the risk of employer default.

#  The administration strategy can be used to target record keeping issues and encourage
employer compliance by use of employer charges, thereby reducing the risk of
inaccurate payments to members and inaccurate knowledge of employer liabilities at
valuations producing an insufficient employer contribution rate.

Employer training programmes can be developed to train new employers’ staff taking

on pension responsibilities and to cover the issues identified from analysis of the
discrepancies between the employers’ annual returns and the fund’s member records,
thereby reducing the risk of inaccurate payments to members and inaccurate knowledge
of employer liabilities at valuations producing an insufficient employer contribution rate.
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In addition:

Technology can be used to monitor and analyse issues and to automate much of the
checking of employer annual returns and day-to-day data submissions, reducing human
error and reporting back promptly to the employer placing the onus back on them to
provide good data.

W  Communications can be used to ensure that employers are aware of the consequences
that can arise from their actions, such as the requirement to pay off a deficit upon
cessation as an employer in the fund, reducing the risk of the employer being unable to
meet an unexpected financial demand.

EMPLOYER RISK MONITORING

Given the potentially significant sums involved, it is important that employer risk is
monitored along with compliant operation of the processes and systems set up to control
it, and that records are kept. This should be integral to the administering authority’s risk
management process and embedded within its fund governance.

Regular monitoring of employer risk can not only ensure that the risk management systems
are working effectively and in a timely manner, but also ensure that trends and emerging
risks are identified as early as possible and control action taken.

Pension committees should take key decisions around policies and actions connected to
employer risk, such as those concerning admission of employers and the setting of funding
policies and the funding strategy statement and employer contribution rates.

Administering authorities should monitor if effective risk control is in place, operating
well and achieving the desired outcomes. They should then decide if further measures are
required or if changes should be made.

Pension committees should receive:
@ reqgular reports on the status and progress of risk identification processes

® the outcomes of risk analysis, levels of risk exposure and comparison with previous
reviews

# changes in risk levels following mitigating control actions
details of particular employers at risk
details of control actions planned and completed

analysis of risks experienced, outcomes and where further controls may be necessary.
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CHAPTER 5
Resource and skill risk in the
LGPS

In the Pensions Finance Knowledge and Skills Framework (CIPFA, 2010), CIPFA recognises
that the financial management of pension funds requires specific professional skills that
set this activity apart from other local authority financial operations. However the financial
management of the pension fund is just one aspect of the role of an LGPS administering
authority. Pensions administration, scheme communication and a good IT infrastructure,
amongst other requirements, are all essential elements of pension fund management.

Good governance and best practice in the discharge of administering authority functions require
having the right people with the right skills with the right level of funding. Without this, the
authority may be unable to effectively discharge its duty as an LGPS administering authority,
placing the fund at financial and reputational risk.

IDENTIFYING RESOURCE AND SKILL RISK

Resource and skill risks can arise in four ways:

#  inadequate staffing levels for the roles required

@ inadequate knowledge and skills for the roles required
#  inadequate resources to support staff in their roles

#  turnover amongst elected members and hence membership of pension committees.

Of all the of the risk areas identified in this publication, the area of resource and skill risk is
perhaps the one over which administering authorities can exercise the greatest control.

Through a process of rigorous business planning, supported by knowledge and skills analysis
tools like the Pensions Finance Knowledge and Skills Framework, an administering authority
can identify where skill and resource risks may occur. The horizon scanning associated with
business planning will also help to identify other longer-term events that may present risks
to resource and skill availability. For example GMP (and scheme) reconciliation has required
material internal resource or funding of an external provider and put additional strain on
pensions administration staff and scheme communications.

Similarly, the ongoing focus on implementation of new investment pooling arrangements
has had a material knock-on effect on fund resources and skills available for administration
functions.

Although resource allocation lies within the control of the organisation, external factors such
as public sector funding constraints affect available resources. Administering authorities
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should therefore also consider how the wider economic circumstances and political
environment might affect the availability of resources. Budgetary constraints may, for
example, result in the loss of experienced, skilled staff.

Other events such as unplanned staff departures or changes to membership of pension
committees or local pension boards may also give rise to the risk of loss of knowledge and
skills.

Identified risks should be detailed on the risk register and a risk owner should be assigned.

RISK ANALYSIS

Resource and skill risk should be analysed using the same standard risk analysis
methodology outlined earlier, and to counter the inherent uncertainties that this presents,
the analysis process should be as consistent and simple as possible.

As with any other risk analysis, this will be subjective and affected by local issues and
priorities.

RISK CONTROL

As noted earlier, risk controls are those actions taken to reduce the likelihood of a risk event
occurring, its frequency and the severity of the consequences should it occur. Risk control
actions could comprise taking steps to eliminate, transfer and/or mitigate risk by the
introduction of control processes.

Risk elimination presumes that administering authorities have the capacity to cease the
particular activity that gives rise to the risk. However as with many other local authority
roles, the role of an LGPS administering authority is designated by statute and therefore an
authority cannot simply cease the activity.

Resource and skill risk therefore must be managed using risk reduction and/or risk transfer
techniques that seek to reduce the probability that risk will occur (proactive controls) or
lessen the impact of the risk should it arise (reactive measures).

Proactive controls could include:

& preparing annual and mid-term business plans which identify short- and long-term
resource requirements

®  ensuring adequate budgetary provision for staff and resources to meet demands

¢ conducting annual skills audits to ensure that skills remain retevant to the roles being
undertaken

B preparing and executing annual training plans for officers and members

appropriate recruitment and retention policies for roles where skills are in high demand/
short supply

#  establishing procedures and processes to promote stability of membership of pension
committees and local pension boards

utilising shared services or outsourcing to transfer or share resource and skill risk with
third parties.
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Reactive controls could include:

® succession planning for key roles to mitigate the effect of planned or unplanned
departures.

RESOURCE AND SKILL RISK MONITORING

The general principles for risk monitoring are set out in this publication’s introduction.

In relation to resource and skill risk, administering authorities should carry out regular
assessments of the skills and knowledge of officers, pension committee and local pension
board members through self-assessment, gap analysis or other means.

Monitoring of resource risk should be closely aligned with fund business plan reviews as well
as performance measurement against KPIs or disclosure deadlines. This will help to inform
the review of the risk register.
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CHAPTER 6
Administrative and

communicative risk in the
LGPS

The increasingly challenging environment in which the LGPS operates requires pension funds
to undertake effective business planning. Risk management should be embodied within the
business planning process and should be considered in relation to all aspects of operations.
The management of risks applies just as much to the administration of the benefits as it does
to the investment of funds.

The diversity of employer organisations, the complexity of scheme regulations, the size
of pensioner payrolls and the dependency on ICT systems are known challenges for LGPS
administration teams, but the underlying risks need to be assessed and managed by the
pension fund.

Risk consequences for administration may most obviously be defined in terms of resource
(people, technology, etc), but can also have significant impact both reputationally and
financially (eg as a result of maladministration or cyber-attacks).

Risk management of LGPS administration should be a dynamic process in order to identify
new and emerging risks and to take account of changing priorities and objectives. Arguably,
administration risk management needs to be more responsive to the ‘here and now’ of
operational and regulatory challenges compared with say financial or investment risks, which
may have a longer-term focus.

Risk registers should be used by administering authorities to record and assess all related
investment and administration risks. The register should analyse the risk and drive action to:

remove/reduce the likelihood of the risk occurring
increase the visibility of the risk
increase the ability to handle the risk, should it occur

reduce the impact of the risk should it occur.

In the same way as individual risks should have risk owners, risk registers should be
collectively owned by the pension fund management team and the pensions committee.

The management of administrative risks, including cyber risks, should be embedded into
the pension fund’s service planning framework to demonstrate that it is an integral part of
business planning, decision-making, performance monitoring and budget setting.

As with all risks, administration risks may be both negative threats and missed/unmanaged
positive opportunities — scheme communications being a good example of a positive
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opportunity to inform and educate scheme members but a negative one when it is not done
well. The impact of misinformation, or lack of communication causing scheme members
to make the wrong or untimely decisions, can have far reaching financial and reputationat

consequences.

IDENTIFYING ADMINISTRATION RISKS

The administration risks contained within a fund’s risk register may include risks specific to
a particular fund or applicable more widely to all LGPS funds. While not an exhaustive list,
examples of administration risks may include the following:
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Failure of ICT: This risk may impact on the funds ability to make payments, collect
income, monitor investments, communicate with stakeholders, etc, and is therefore one
of the key operational risks. It may be mitigated by an ICT disaster recovery service
hosted by the administrating authority or another external provider.

Failure to provide accurate and timely advice to employers: Different employers will have
different characteristics and it is important that the risks associated with each employer are
considered and understood. The timely and accurate provision of information both to and
from employers is important, particularly in the current climate of outsourcing, partnering
and service transformation. A close working relationship with all employers in the fund is
essential in order to ensure that they understand and take account of pension issues.

Over-reliance on/loss of key staff: Staff are a key resource. Without the appropriate
level of staff and experience, there is a risk that a pension fund will be unable to
deliver pension services which may have financial, legal or reputational consequences.
Investment must be made in staff, including training and development, managed
through an appropriate appraisal programme. Succession planning enables the loss of
key staff to be mitigated and managed.

Data quality: Another significant administration risk is data quality. Data is the raw
material for all administrative processes. It drives the accuracy of member records

and pension payments, forms the basis of valuations and determines the success of
automation and out-sourcing. While not only reducing risk, good quality clean data can
also reduce costs and lead to greater efficiencies.

Resources: The fund being under resourced or having to compete for resources while
operating within the policies and procedures of the administering authority which may
have very different priorities.

Legislative and regulatory changes: Consultation periods are often short and therefore it
can be difficult to fully engage with all stakeholders. To some extent this can be overcome
with the use of IT, but often the complexity of regulatory change demands face to face
meetings with employers and employees. The implementation of major regulatory

reform can be very challenging and a significant drain on resources; dedicated project
management can prove useful in these circumstances. During the implementation period
reliance is often placed on key members of staff, thereby further increasing risk.

Third party provider under-performance: A typical LGPS fund relies on third party
providers for many ‘business critical’ systems: pensions payroll; benefits administration;
accounting systems; and banking systems. While often unthinkable, these systems can
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fail. As a minimum, service level agreements which inctude supplier business continuity
arrangements should offer some reassurance, but it is not until these arrangements are
tested that business as usual can be guaranteed. Where a third party is used, appropriate
oversight by the client (ie the administering authority) will be needed.

Data protection: On a daily basis LGPS funds receive, transmit, process and store huge
volumes of personal data. The financial penalties and reputational impact of data
mismanagement are significant and have increased under new General Data Protection
Regulations (GDPR). ICT security such as data encryption, secure email and document
management software is key to the mitigation of this risk. Administering authorities
should ensure appropriate arrangements are in place with their advisers and suppliers
and that appropriate data privacy notices have been produced and issued.

®m  Collaborative working: Many examples already exist within the LGPS of shared working,
from practitioner user groups and networks which share experiences and good practice
to regional and national procurement frameworks — which aim to make the selection and
appointment of third party service providers more efficient. Increasingly administration
services are being shared. Administering authorities need to ensure they retain oversight
of any third party providing administration or other pensions services for their fund.

®m  Cyber threats: While many examples of the effect of cyber threats (such as failure of
ICT, loss of personal data) should already be covered under existing risks, the evolving
nature of cyber risks and associated reputational risk if an event does occur, means
administering authorities ought to consider this as a separate risk. They should also
ensure that the risks specifically to the fund from cyber threats are at a minimum
adequately assessed and considered, rather than simply relying on the policy of the
administering authority in its corporate role. Where administration or other key pensions
functions are outsourced the administering authority should also ensure that its
providers are adequately prepared for possible cyber-attacks and that this risk has been
analysed within the fund’s overall risk management framework.

ADMINISTRATION RISK ANALYSIS

As with any other risk analysis, this will be subjective and affected by local issues and
priorities. Regard should be given to the data scores submitted to the Pensions Regulator as
part of the annual scheme return and other measures of data quality and service.

Higher weighting might be considered for risks which would have the highest impact, eqg if
resource is a key administration pressure, mitigating risks affecting larger employers may
have a greater priority because of the impact, should that employer become unable or
unwilling to undertake its administration responsibilities.

RISK CONTROL
Methods of risk control may include:
#  avoidance/elimination: stopping the activity or finding a different way of doing it

reduction: putting procedures and controls in place to reduce the likelihood of the loss
happening or impact if it does
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retain: deciding to carry the risk as part of normal operations

transfer: placing indemnity clauses in contracts, obtaining insurance cover or
outsourcing the service (noting that this risk will change as a result of the transfer but
will not be eliminated — ie ultimately the administering authority remains responsible).

Typical examples of LGPS administration risk controls or risk reduction/mitigation include:

i

[

|

ensuring committee members are fully trained and supported so they understand the
risks and implications

ensuring staff have correct training/skills and support
ensuring processes are adequately documented and understood (and followed)

investing in developing relationships with key stakehotders, including employers
(communication, support, training, advice, etc)

investing in communication with scheme members to educate/inform, support decision-
making, manage expectations

monitoring the effectiveness of all aspects of service, including communication and
support

ensuring adequate/appropriate resource is available for testing and supporting ICT
systems (internally and by any third party providers)

being aware of and ready to take advantage of/exploit new opportunities in technology
to tackle existing and new challenges

maintaining a business continuity plan: testing it regularly; ensuring that it integrates
with third party providers; paying particular attention to single points of failure

ensuring any third party is competent and appropriate for the task (eg annual benefit
statements, online facilities) with suitable contract management and performance
measurement in place

ensuring recovery plans address responding to cyber incidents, with these plans being
tested and improved on a regular basis.

RISK MONITORING

The general principles for risk monitoring are set out in this publication’s introduction.

In relation to administration risk, the fund should monitor and refresh the risk register
regularly and review/react to results of monitoring and feedback. Monitoring activity will
include:

Page 44

own performance monitoring (eg internal data collection, customer satisfaction surveys)
benchmarking (external)

monitoring and testing of third party providers (eg annual benefit statements, online
facilities)

complaint analysis

compliance (eg internal audit).
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CHAPTER 7/
Reputational risk in the LGPS

The reputation of a local authority (and other non-local authority administering authorities)
is a valuable asset. As providers of public services, sometimes to the most vulnerable in
society, the ability of an authority to project itself as an organisation in which individuals can
have confidence and place their trust is critical to the achievement of its objectives.

The same applies to the role of an administering authority as a scheme manager in the LGPS.
Successful scheme administration requires that schermne members, their employers, MHCLG,
those with whom the authority has a financial relationship and the whale spectrum of scheme
stakeholders have caonfidence and trust in the administrator.

In this context reputational risk can therefore be defined as the current or prospective risk

to the successful achievement of corporate objectives arising from adverse perception of the
image of the administering authority, which might give rise to a lack of confidence or trust on
the part of LGPS stakeholders or the wider public.

IDENTIFYING REPUTATIONAL RISKS AND OPPORTUNITIES

In recent years there has been growing intensity in the external scrutiny of almost every
aspect of the LGPS. Investment decision-making for example is watched closely by
organisations that campaign on ethical investment issues; in 2018 the Pensions Regulator
indicated an increasing focus on data quality in the LGPS; and investment pooting is a key
focus of the government. The level of public and stakeholder interest in the LGPS presents
challenges to administering authorities and the risk that the organisation as a whole may be
seen in a negative context as a consequence of its actions or omissions in its management of
the LGPS.

The key to identifying reputational risks is to understand the context within which the
administering authority is operating. This intelligence can be gathered from various sources,
either actively or passively, such as:

participation in formal or informal networks
training events and conferences

active scanning of media sources, local and national establishing format or informal
contacts with scheme stakeholders.

This allows the authority to build up a picture of the reputational environment in which it is
operating — the expectations of stakeholders and the criteria by which others will judge the
organisation.

There is also a positive aspect to the scrutiny that being an administering authority in the
LGPS brings: organisations should also assess the opportunity that such scrutiny provides to
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improve their reputation. Recognition of good practice by peers, the pensions industry and
regulators can enhance organisational reputation.

REPUTATIONAL RISK ANALYSIS

Equipped with an overall assessment of the risk environment, reputational risks and
opportunities can be analysed using the same standard risk analysis methodology outlined
earlier. However it should be noted that this risk area is probably the one that is most prone to
subjectivity when attributing a risk score, as assessing the likelihood and, particularly, impact
of reputational risk rests heavily on the perceptions of third parties, which can be varied and
inconsistent.

As noted earlier, in order to counter the inherent uncertainties that this presents the analysis
process should be as consistent and simple as possible.

RISK CONTROL

Reputational risk cannot be eliminated or transferred so must be managed using risk
reduction techniques that seek to reduce the probability that risk will occur (proactive
controls) or lessen the impact of the risk should it arise (reactive measures). The latter is
particularly important.

As part of a national pension scheme, events may occur at a policy level over which any

one fund has little or no influence, and is therefore unable to act to mitigate risk. However
reputational effects may well be felt at local level. The work of the Independent Public Service
Pensions Commission and subsequent pension scheme reform process are good examples of
where individual funds have come under scrutiny due to events at a national level.

Proactive measures could include:

¥ ensuring that fund management and governance are conducted in an open and
transparent manner

ensuring good lines of communication with fund stakeholders
#  engaging with/leading on best practice initiatives.
Reactive measures could include:

¥ having a prepared media response plan.

RISK MONITORING
The general principles for risk monitoring are set out in this publication’s introduction.

As reputational risk is largely driven by external perceptions of an organisation, monitoring
whether risk is being managed effectively does not lend itself easily to quantitative
measures. However some simple indicators might include:

@ tracking communications with stakeholders for negative comments

monitoring interactions with requlators, standards setters, auditors, etc, for potential
areas of weakness
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@ recording positive versus negative media coverage of the organisation as it pertains to its

pensions role.

These can help inform those charged with governance on whether reputational risk is being
managed, and also can be used to feed back into the risk analysis process to assess whether

changes to risk controls are required.
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CHAPTER 8
Regulatory and compliance
risk

Pensions and pensions administration are heavily regulated areas. General pensions
legislation runs to thousands of pages and administering authorities also have to observe
scheme-specific legislation, as well as statutory and best practice guidance.

Each change in the pensions regulatory environment poses challenges to pension scheme
administrators, with the removal of contracting-out from April 2016 and changes to pensions
taxation via a reduction in the lifetime allowance being just two examples of set piece
changes in recent years. The Pensions Regulator has also issued guidance specifically for
pubtic service pension schemes and has already fined an authority for not submitting its
annual scheme return.

Non-compliance with some elements of pensions legislation may result in specific penalties
or sanctions, resulting in financial loss. In other areas, non-compliance may result in

costly legal challenge or reputational damage. It is important therefore that administering
authorities recognise and take steps to counter the risks posed by regulatory compliance.

IDENTIFYING REGULATORY AND COMPLIANCE RISK

Every piece of legislation or guidance comes with an in-built risk of non-compliance and, as
large parts of pension scheme administration are driven by legislative requirements, the risk
of non-compliance can arise across a wide range of activities.

The approach to identifying non-compliance risk will therefore focus on those areas where
weaknesses in business processes may give rise to risk. This can be reinforced by gathering
intelligence on forthcoming legislation and engaging in the statutory consultation process
to obtain early sight of planned changes. This will allow new requirements to be built into
administrative processes and permit training to take place ahead of new regulations or
guidance coming into force. Good sources of information include:

formal or informal networks
training events and conferences
pensions media sources

formal or informal contacts with scheme stakeholders.

REGULATORY RISK ANALYSIS

With an overall assessment of the current and pending regulatory environment, non-
compliance risk can be analysed using the same standard risk analysis methodology outlined
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earlier in this publication. In order to counter the inherent uncertainties that this presents, as
noted earlier the analysis process should be as consistent and simple as possible.

Further, the Pensions Regulator’s Code of Practice 14 states that:

Identifying and assessing a breach of the law is important in reducing risk and providing an
early warning of possible malpractice in public service pension schemes. Scheme managers
should establish and operate appropriate and effective procedures... [which] include the
following features:

W a process for obtaining clarification of the law around the suspected breach where
needed

a process for clarifying the facts around the suspected breach where they are not known

a process for consideration of the material significance of the breach by taking into
account its cause, effect, the reaction to it, and its wider implications, including (where
appropriate) dialogue with the scheme manager or pension board

® aclear process for referral to the appropriate level of seniority at which decisions can be
made on whether to report to the regulator

an established procedure for dealing with difficult cases

B atimeframe for the procedure to take place that is appropriate to the breach and allows
the report to be made as soon as reasonably practicable

¥ a system to record breaches even if they are not reported to the regulator (the record
of past breaches may be relevant in deciding whether to report future breaches, for
example it may reveal a systemic issue), and

B  a process for identifying promptly any breaches that are so serious they must always be
reported.

RISK CONTROL

Risk controls are those actions taken to reduce the likelihood of a risk event occurring, its
frequency and the severity of the consequences should it occur. As discussed in previous
chapters, the potential to eliminate risk through discontinuing a particular activity or
transferring risk to a third party is limited in an LGPS context. Therefore risk control actions
will focus on using risk reduction techniques that primarily seek to reduce the probability
that risk will occur. This might include:

building compliance checks into business processes, both automated and manual

ensuring that staff are adequately trained in pensions legislation and guidance
requirements

@ developing and testing IT systems for compliance with regulations.

RISK MONITORING

The general principles for risk monitoring are set out in this publication’s introduction.

As non-compliance risk can arise from failures in business processes, monitoring whether
risk is being managed effectively can be measured by reviewing process outputs. This might
include:
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& undertaking quality assurance reviews to check compliance with regulations

m  reviewing the recommendations from internal audit reviews regarding regulatory
compliance

®  monitoring complaints for regulatory breaches.

These can help inform those charged with governance whether non-compliance risk is being

managed and also can be used to feed back into the risk analysis process to assess whether
changes to risk controls are required.

Administering authorities should also consider developing a specific mechanism to monitor
the fund’s adherence to the Pensions Regulator’s Code of Practice as part of its monitoring of
regulatory risks, controls and compliance.
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CHAPTER 9
Conclusions

Effective risk management is an essential element of good governance in the LGPS. By
identifying and managing risks through an effective policy and risk management strategy,
organisations can:

demonstrate best practice in corporate governance
improve their financial management

minimise the risk and effect of adverse conditions
identify and maximise opportunities that might arise

minimise threats.

Successful risk and opportunity management should also:

ensure that there is a proper balance between risk taking and the opportunities to be
gained

enable funds to anticipate and respond positively to change

minimise loss and damage to the fund and the administering authority, and to those
outside the organisation who are dependent on the benefits and services provided

make sure that when the authority embarks upon new areas of activity (new investment
strategies, joint-working, framework agreements etc), the risks they present are fully
understood and taken into account in making decisions.

It is important to recognise that risk management is not an end in itself; nor will it remove
risk from a fund or from the fund administration activities of an administering authority.
However it is a sound management technique that is an essential part of any successful
organisation. The benefits of an effective risk management approach for the organisation
include better decision-making, improved performance and delivery of services, more
effective use of resources and the protection of reputation.
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APPENDIX A

An example risk management

policy

INTRODUCTION

The authority is aware that some risks will always exist and will never be eliminated.

Against this background the authority recognises it has a moral and statutory duty to
manage risk with a view to safeguarding its employees, protecting its assets and protecting
the public.

The authority will meet this duty by adopting best practice risk management (RM) which will
support a structured and focused approach to managing risks, and ensuring risk management
is an integral part in the governance of the authority at a strategic and operational level.

The overall aim is to embed risk management into the processes and culture of the
organisation to help it achieve its corporate objectives and enhance the value of services the

authority provides to the community.

THE AUTHORITY’S RM OBJECTIVES

The authority’s RM objectives are to:

integrate risk management into the culture and day-to-day activities of the authority

raise awareness of the need for risk management by all those connected with the
delivery of services (including partners, delivery agents and those involved in any form of
collaborative delivery of services)

enable the authority to anticipate and respond positively to change

minimise injury, damage, loss and inconvenience to residents, staff, and service users
arising from or connected with the delivery of authority services

establish and maintain a robust framework and procedures for identification, analysis,
assessment and management of risk, and the reporting and recording of events, based
on best practice (the authority’s ‘approved RM methodology’)

ensure consistent application of the authority’s RM methodology across all authority
activities, including projects and partnerships

minimise the cost of risk.
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KEY MECHANISMS FOR DELIVERY .

To demonstrate the authority’s clear commitment to achieving the objectives of the risk
management strategy, the authority has identified the key mechanisms through which they
will be delivered. These objectives will be achieved by:

maintaining clear roles, responsibilities and reporting lines within the authority for risk
management

maintaining adequate representation at departmental and corporate level so that
risks may be freely communicated, experience pooled and information, guidance or
procedures that may have a significant impact on the authority’s risk may be considered

promoting excellence in risk management

ensuring that risk management is explicitly considered in all policy decisions,
partnerships, projects and key planning processes by incorporating links to all key
decision points, eg committee reports (including members), delegated decisions, project
management (including project initiation documents)

maintaining risk registers for risks arising at all levels in the authority, and ensuring that
the process assesses risks for likelihood and impact, identifies owners and mitigating
controls and ensures that they are reviewed at least annually — ensuring that these are
adequately documented and regularly reviewed in the light of changing circumstances

maintaining registers for all strategic partnerships and projects, including at project
initiation stage and obtaining appropriate assurance about the adequacy of those
registers

providing opportunities for shared tearning on risk management across the authority and
with other authorities, partners and stakeholders where appropriate

reinforcing the importance of effective risk management as part of the everyday work
of employees, and that employees, officers and members are adequately informed and
receive training about the risks within their own working environment

ensuring there is appropriate leadership and monitoring of key corporate projects

regularly monitoring, reporting and independently reviewing the authority’s
arrangements

taking every opportunity to identify and publicise the opportunities that risk
management provides for the organisation.

The authority recognises the breadth and complexity of the services that it delivers, and also
of the mechanisms by which they are delivered. Therefore, in order to assist in the consistent
application of sound risk management principles throughout the organisation, a series of

toolkits have been produced. These address general risk management, and risk management
of partnerships and projects. These can be located on the authority’s internet/intranet pages.

Further support, advice and guidance can also be obtained from your local risk management
champion, or (when appropriate) the authority’s risk and insurance manager.
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Example risk register
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APPENDIX C
Sources of further guidance on
risk and risk management

HM TREASURY

The HM Treasury website contains a number of useful publications, including:
Early Management of the Risks to Successful Delivery

Managing Risks to the Public: Appraisal Guidance

Managing Risks with Delivery Partners

Managing Your Risk Appetite: A Practitioner’s Guide

Managing Your Risk Appetite: Good Practice Examples

The Orange Book

Principles for Managing Risks to the Public

Risk Management Assessment Framework

Setting and Communicating Your Risk Appetite.

ALARM

Alarm, alongside the Institute for Risk Management, produced a document in 2010 entitled
A Structured Approach to Enterprise Risk Management (ERM) and the Requirements of ISO
31000 (AIRMIC, Alarm, IRM, 2010).

The purpose of the guide is to provide an insight into a structured approach to implementing
risk management throughout an organisation. The guide:

describes the principles and processes of risk management
provides a brief overview of the requirements of IS0 31000
gives practical guidance on designing a suitable framework

gives practical advice on implementing enterprise risk management.

The guide is not intended specifically for public sector bodies. However, given the major
changes affecting both the public and private sectors, and the growing partnerships
between the two, this guidance is highly relevant for those involved in managing risks in an
organisation.

The guide explains the principles behind the risk management process, setting it into
the context of the organisation’s culture and describing the links to the organisation’s
performance. It also outlines the main components of any risk management policy and the
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Page 64

framework which should be in place for the management of risk within the organisation,
including roles and responsibilities. One particular item is a risk management checklist which
can be used to check the completeness of the risk management arrangements.

Alarm also produces a risk management toolkit, which can be used as a practical tool to help
develop the risk registers at both operational and strategic level.
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APPENDIX D
Calculating a risk score

There are many ways to calculate a risk score, some of which are given below.

The most common method is to multiply the score for likelihood by the impact score as
follows:

m  likelihood x severity (aka probability x impact).

This would lead to a risk matrix or map as follows.

Impact/ 4 4 B 12 16
severity 3 3 6 g 12
2 2 4 6 8
1 1 2 3 4
1 2 3 4

Likelihood/probability

A slightly more complex approach is to score the impact on more than one basis, if this
is more preferable to the organisation. This example scores impact on reputation and the
financial position. The two impact scores are added together and then muitiplied by the
likelihood score as follows:

B likelihood x severity (financial + reputation).

This would lead to a risk matrix or map as follows:

Impact/ 8 8 16 24 32
severity 7 14 21 28
6 ) 12 18 24
5 5 10 15 20
4 4 8 12 16
3 3 5} 9 12

2 2 4 5] 8

1 1 2 3 4

: 1 2 3 4

Likelihood/probability

Alternatively (or in addition), consider the strength of controls: current controls and/or ease of
improving those controls, to give the following formula:
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®  (likelihood x severity) + strength of current controls + ease of improving controls.

If controls are good and/or easy to improve, give them a low score; if they are poor and/or will
be difficult to improve, give them a high score.

One of the disadvantages with simple multiplication is that it will produce the same
numerical score in a number of boxes, although the impact and likelihood are different. The
following two matrices or maps are a way round that situation.

Impact/ A AIV ATl All Al
severity B BIV Bl Bl BI
c Civ Cil cii ci
D DIV DIl DIl DI

v I 11 1

Likelihood/probability

Thus, if the risk has a score of CII, it means that this is likely to happen, but the impact will
not be that great.

The Australia/New Zealand map or matrix uses unique numbers in each cell, weighting
towards impact. Some users have turned the concept around and weighted towards

probability.
Impact/ 4 10 13 15 16
severity 3 6 ) 12 14
2 3 5 8 11
1 1 2 4 7
1 2 3 4

Likelihood/probability
While each of these scoring methods are illustrated with a four by four matrix, they can all be

applied to matrices of any size. Also, one can choose whether to have impact or probability on
the y and x axes, as suits the organisation.
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